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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several components in
the form of text, graphics and/or software modules. The application examples are a free service by Siemens AG
and/or a subsidiary of Siemens AG ("Siemens"). They are non-binding and make no claim to completeness or
functionality regarding configuration and equipment. The application examples merely offer help with typical
tasks; they do not constitute customer-specific solutions. You yourself are responsible for the proper and safe
operation of the products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application
examples used by technically trained personnel. Any change to the application examples is your responsibility.
Sharing the application examples with third parties or copying the application examples or excerpts thereof is
permitted only in combination with your own products. The application examples are not required to undergo the
customary tests and quality inspections of a chargeable product; they may have functional and performance
defects as well as errors. It is your responsibility to use them in such a manner that any malfunctions that may
occur do not result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for
the usability, availability, completeness and freedom from defects of the application examples as well as for
related information, configuration and performance data and any damage caused thereby. This shall not apply in
cases of mandatory liability, for example under the German Product Liability Act, or in cases of intent, gross
negligence, or culpable loss of life, bodily injury or damage to health, non-compliance with a guarantee,
fraudulent non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for damages
arising from a breach of material contractual obligations shall however be limited to the foreseeable damage
typical of the type of agreement, unless liability arises from intent or gross negligence or is based on loss of life,
bodily injury or damage to health. The foregoing provisions do not imply any change in the burden of proof to
your detriment. You shall indemnify Siemens against existing or future claims of third parties in this connection
except where Siemens is mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond
the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without notice. In case of
discrepancies between the suggestions in the application examples and other Siemens publications such as
catalogs, the content of the other documentation shall have precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure operation of
plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement —
and continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and
solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks.
Such systems, machines and components should only be connected to an enterprise network or the Internet if
and to the extent such a connection is necessary and only when appropriate security measures (e.g. firewalls
and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly
recommends that product updates are applied as soon as they are available and that the latest product versions
are used. Use of product versions that are no longer supported, and failure to apply the latest updates may
increase customer’s exposure to cyber threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed at:
https://www.siemens.com/industrialsecurity.
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1 Introduction

1 Introduction

Overview

Efficient user management is an essential part of every security concept. The User
Management Component (UMC) enables the system-wide, central maintenance of users with
an optional connection to Microsoft Active Directories. Person-specific assignment of roles and
permissions minimizes maintenance effort while achieving a high level of transparency. Central
user management thus represents the basis for efficient, thorough administration of
personalized access permissions within the system. This can significantly reduce security risks.

UMC allows the establishment of central user management. This means that you can define
and manage users and user groups across software and devices. Users and user groups can
also be transferred from a Microsoft Active Directory (AD).

You can import the central users and user groups into the various applications or use them as
temporary users.

What we show in this document

In this application example, you will learn the functions and usage of UMC. You will get a
general overview of UMC, as well as how to install and set up this component.

Further documents describe how the following applications are connected to UMC:
e SINEMARC

e SINEC NMS

e WinCC Unified

e TIA Portal
¢ WinCC Runtime Advanced
Figure 1-1
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2 Principle of Operation

2
2.1

Note

Principle of Operation

Advantages and Benefits of Central User Management

The international standard IEC 62443 deals with cyber security in industrial automation
systems. In the standard system, the following topics, among others, are of decisive importance:

e Authentication
e Authorization
e Central User Management

It must be possible to identify users (authentication) and to grant appropriate permissions on the
system depending on the person (authorization).

Decentralized user management, where users are stored locally on each system or component,
is inefficient for larger systems and cannot be managed in the long run. Therefore, Central User
Management is of utmost importance.

With Central User Management, the components need only forward the authentication request
to the control center and, if the response is successful, grant access from the control center
(depending on authorization).

The User Management and Access Control concept (UMAC) states that user management
takes place in UMC, but permissions management happens locally in the application.

SIMATIC User Management Component (UMC)
Article ID: 109780337, V2.2, 04/2022 5
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The following graphic explains these two approaches.
Figure 2-1
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2.2 Central user management for SIEMENS Digital Industries
A sample of the components that can be operated with UMC is shown in the following Table:
Table 2-1
Product UMC function
TIA Portal The TIA Portal imports the required users and user groups from the UMC and
enables the assignment of roles with functional permissions for Engineering and
Runtime.
WinCC Unified The Engineering System imports the required users and user groups from the

UMC and enables the assignment of roles with functional permissions for
Engineering and Runtime.

It is possible to use these users for Runtime, on Unified Comfort Panels, and on
WinCC Unified PCs.

WinCC Runtime
Advanced

WinCC Advanced Runtime can be connected to UMC via SIMATIC Logon
Remote Authentication (SLRA) or via the additional software PM-Logon. The
Engineering System imports the users and user groups from UMC and enables
the assignment of roles with function permissions for Runtime.

SINEC NMS / INS

SINEC imports the users and assigns them the desired configuration
permissions.

SINEMA Remote
Connect Server

With SINEMA Remote Connect Server, access to remote components and
system sections is controlled. The users can be divided into groups.

SIMATIC PCS neo

The use of UMC is mandatory for SIMATIC PCS neo and is installed
automatically. The UMC is integrated in the "Administration Console".

SIMATIC RTLS

The SIMATIC RTLS Locating Manager is connected to the UMC using the "User
Configuration” client and imports the desired users and groups.

The detailed description of the connection of the individual components can be found in the
entry 109780337. Detailed descriptions will be available successively.

SIMATIC User Management Component (UMC)
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2 Principle of Operation

2.3 UMC fundamentals and terminology

Important UMC terms

In the following Table, you will find the most important UMC terms.

Table 2-2

UMC term

Description

UMC ring server

This is the domain server that manages all logins. Users and groups are
created in UMC via a web interface or imported from a Microsoft Active
Directory into UMC. The users created in UMC are imported into the desired
applications. In the application, the roles and permissions for the application
are created and assigned to the imported user.

A UMC ring server is configured by default with the console application
"umconf.exe".

UMC server

This is a server that works in "deprecated” mode when it is not connected to a
UMC ring server. The deprecated mode still allows for authentication
functions, but not user management. In addition, it offers the option of
performing authentication offline in the event of a connection failure.

The UMC server is also available with the "Run Time" feature as a UMC "Run
Time" Server.

UMC Agent

This is a client that is connected to the UMC server. With each login, it checks
the login data on the server.

Microsoft Active

For example, a Microsoft Active Directory manages the users associated with

Directory all the employees in a company. These users can later be imported into the
UMC server. A Microsoft Active Directory is specifically for Windows operating
systems.

UMAC UMAC stands for "User Management & Access Control" and describes not

only user management but also access management.

SIMATIC User Management Component (UMC)
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Login process via UMC

The UMC server receives the login requests of the connected applications and checks the
entered user data. The application then receives a response on whether the login data is
correct. If this is the case, it will approve the login.

Permissions management is not performed in UMC. In UMC, it is decided whether a user has
access to the desired component and whether the access data is correct. In the application or
component, permissions management remains as normal.

Figure 2-2
Application User Management Component

Authorization Authentication

Enter user data

Check approval
and login data

v

L

Approve login

Features based on
application <
permissions
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UMC architecture

The UMC structure consists of at least one UMC ring server and one UMC Agent. Any
redundancy between UMC ring servers is possible. The use of UMC servers in the network
serves to distribute the load during logins.

The setup with redundant servers can also be used for load distribution. In this way, load spikes
in large domains can be distributed across different UMC servers.

Figure 2-3
P e _|
| Microsoft Active I
| Directory
| |
i i —
A
« Central User Management
UMC ring server «  Provides a UM domain
* Enables the connection to Microsoft Active Directory
4 « Enables redundant configuration (priority ring, secondary ring)
* Checks user authentication
A
UMC server * Handles load balancing for the UMC agents and the UMC ring server
. * Checks user authentication
(optllonal) * User database is synchronized across all UMC servers
(available offline)
A
UMC agent « Client for UMC server or UMC ring server
(optional) * Can be outside the Windows domain
y
- * TIA Portal
Application +  WinCC Unified
+  SINEMA RC

* SINEC NNS
* etc.

Connecting the application to UMC
The application can be connected to UMC in various ways:
e Application, UMC ring server and Microsoft Active Directory

A
\ 4

Application and Microsoft
UMC ring server Active Directory

SIMATIC User Management Component (UMC)
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e Application, UMC server and UMC ring server

s
v

Application and UMC ring server
UMC server

e Application, UMC agent, UMC server or UMC ring server

a
v

Application and UMC server/
UMC agent UMC ring server

o Application and UMC ring server

A
\ 4

Application UMC ring server

The UMC component belonging to the application must be installed on the same PC as the
Note application.

SIMATIC User Management Component (UMC)
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UMC interfaces

The following graphic shows an overview of the available UMC interfaces and which
components from the SIMATIC product range use them.

Figure 2-4
® O
n. .
aa Windows
UMC users .
» UMC ring server - e User repository
9 e & hosted in IT domain
I Domain
controller/AD
Custom adapter _ Desk_top ¢ PM-LOGON Identl_ty proy|der
desktop, web single sign-on Web single sign-on
A T A
WinCC Runtime
B ¥ Advanced N SimaticLOGON API
AUnified RemoteAuthentication A
Comfort A
Panels
/ SIMATIC WinCC Unified
UMC agent V¥ PC station
UMC server RTLS TIA Portal
Desktop applications with I;@
external user management
= <« HMI Panels
SINEMA RC -

Remote user authentication

Remote user authentication via the
proprietary UMC protocol SINEC INS

from V2.0

Tools / »

services T
" =
/————\

A RuGGEDOM

Remote user authentication via RADIUS protocol

Product interface
UMC interface / component

SIMATIC User Management Component (UMC)
Article ID: 109780337, V2.2, 04/2022 12



© Siemens AG 2022 All rights reserved
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License information

Licenses are required for the use of UMC. Up to 10 user accounts can be managed without a
license. This allows you to test the UMC included in your product at no additional cost.

Additional user accounts are licensed per Rental License (e. g. up to 100 user accounts), which

Note

includes royalty-free usage (e. g. 10 users), etc.

Table 2-3

License

Item number

User Management Component (UMC) with 10 or
fewer user accounts

license-free

Rental License for 100 user accounts and 365
days Certificate of License to download

6ES7823-1UE30-0YAQ

Rental License for 4000 user accounts and 365
days Certificate of License to download

6ES7823-1UE10-0YAQ

You may need additional licenses to connect an application. This is the case with SINEMA

Remote Connect Server, for example.

SIMATIC User Management Component (UMC)
Article ID: 109780337, V2.2, 04/2022

13



https://mall.industry.siemens.com/mall/en/WW/Catalog/Product/6ES7823-1UE30-0YA0
https://mall.industry.siemens.com/mall/en/WW/Catalog/Product/6ES7823-1UE10-0YA0

© Siemens AG 2022 All rights reserved

3 Engineering

3 Engineering

Introduction

In the following section, we show you the complete installation and configuration of a redundant
UMC ring server with a Microsoft Active Directory (AD) connection.
This structure is used in the descriptions of the individual components.

Figure 3-1
primary UMC ring | secondary UMC ring Microsoft Active
server server Directory
Application
—
—=| Windows Server Windows Server Windows Server
2016 2016 2019
I
/—u—\ I
Windows 10

Example users and groups
The following UMC users with their associated groups are used in the example.

Table 3-1
Users Groups

Admin Administrator (UMC)
MYCORP\John.Doe Administrators, Domain Admins
MYCORP\UmcUser UM_Users, Domain Users
MYCORP\ServiceEngineer Engineers, Domain Users
MYCORP\Administrator Administrators, Domain Admins
Bob UMC_User (UMC)

SIMATIC User Management Component (UMC)
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3 Engineering

3.1 Installation

Installation files for the UMC server

The installation files for the User Management Component (UMC) can be found in the following
installation packages:

TIA Portal

A stand-alone installation of UMC is possible. The installation file "TIA_UMC_V2.exe" for
UMC and the English documentation for UMC can be found on the TIA Portal installation
disk (DVD 2) in the folders "Support" and "Documentation”.

When TIA Portal is installed, UMC is installed automatically.

WinCC Unified

A stand-alone installation of UMC is possible. The installation file "TIA_UMC_V2.exe" for
UMC and the English documentation for UMC can be found on the TIA Portal installation
disk (DVD 2) in the "Support" and "Documents" folders.

When installing WinCC Unified, UMC is installed automatically.

SINEMA RC Client Installation Package
The installation package includes the UMC server.

SINEC NMS
The UMC can be optionally selected during the installation of SINEC NMS.

PCS neo
The UMC is automatically installed and integrated into the Administration Console.

Used installation file

In this example, we install the UMC ring server as a stand-alone version. This installation is
demonstrated using two examples because there are differences in the installation between the
TIA Portal and SINEC NMS installation packages.

SIMATIC User Management Component (UMC)
Article ID: 109780337, V2.2, 04/2022 15
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3 Engineering

3.2 Configuration

Overview
If a Microsoft Active Directory exists in your network, the UMC can be linked to it.

After you have installed and set up the Microsoft Active Directory, carry out the basic
configuration of the UMC ring server using the respective console.

Requirements
The following devices are used in this application example:
e 1 PC with Windows Server 2019 for the Microsoft Active Directory
e 2 PCs with Windows Server 2016 for the redundant UMC ring servers
e Network construction as in the introduction in Figure 3-1 is shown.

3.2.1 Integrating UMC ring server PC into the domain

Requirements

¢ You have installed a Microsoft Active Directory on a PC and created a domain (e. g.,
"mycorp.com").

e You have created the required users and groups.
In the example, the following domain users are used in the corresponding domain groups:

Table 3-2
User "MYCORP\" Groups
John Doe Administrators, Domain Admins
Service engineer Engineers
UmcUser UM_USERS
Administrator Administrators, Domain Admins

So that the UMC Ring Server PC can connect to the Microsoft Active Directory, it is
Note necessary for the UMC Ring Server PC to be in the same domain as the PC on which the
Microsoft Active Directory is installed.

SIMATIC User Management Component (UMC)
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3 Engineering

Instructions

After installing the operating system on the UMC ring server PC, perform the following steps to

join it to the domain of the PC where Microsoft Active Directory is installed.

1. Open the menu "Control Panel > System" on the UMC server PC in Windows.

2. Click "Change settings".

The "System Properties" dialog opens.

B2 system

™ » Control Panel » All Control Panel Items » System

File Edit View Tools Help

Control Panel Home

& Device Manager
E;’ Remote settings
G Advanced system settings

Security and Maintenance

3. Click the "Change" button.

The "Computer Name/Domain Changes" dialog opens.

5. Enter the name of the domain (e.g., "mycorp.com”).

Note Active Directory is installed.

6. Apply this setting with "OK".

A login dialog appears.

= O X
search Control Panel Pl
(2
View basic information about your computer
Windows edition
Windows Server 2016 Standard
@ 2016 Microsoft Corporation. All ==_ Windows Server 2016
rights reserved.
System
Processorn Intel(R) Xeon(R) CPU E7-48530v3 @ 2.20GHz 2.19 GHz
Installed memory (RAM): 8,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display
Computer name, domain, and workgroup settings
Computer name: UMC-Server Gi-iange settings
Full computer name: UMC-Server 5
Computer description:
Workgroup: WORKGROUP
v
Select the option for the UMC ring server PC to be a member of the "domain".
The UMC ring server PC must be a member of the domain of the PC on which Microsoft
17

SIMATIC User Management Component (UMC)
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Computer Name  Hardware Advanced Remote Computer Name/Domain Changes X
m Windows uses the following information to identify your computer You can change the name and the membership of this
= onthe network. computer. Changes might affect access to network resources.

Computer description: | UMC Server PC

For example: "IIS Production Server” or )
"Accounting Server”. mgu;er name:
| ~Derver
Full computer name: UMC-Server
Workgroup: WORKGROUP Sﬂc"?’":v‘iﬁ'm
To rename this computer or change its domain or :I e, —

workgroup, click Change ﬁj
& . ()

) ==

WORKGROUP

OK Cancel Apply

7. Enter the login data of the user "John Doe".

8. Click on "OK".
A message appears stating that the user "John Doe" successfully logged into the
"myCorp.com" domain.

Windows Security x

Computer Name/Domain Changes

Enter the name and password of an account with permission
to join the domain.

John.Doe \
@ 5,
| =

Computer Mame/Domain Changes ot

o Welcome to the mycorp.com domain.
Domain: mycorp.com

9. Restart your UMC ring server PC. If the domain user "John.Doe" can log in on the UMC ring
server PC, then the UMC ring server PC is successfully logged in to the domain.

Result

The UMC ring server PC is integrated into the domain "mycorp.com" and it can import users
and groups from the Microsoft Active Directory.

Next, set up the UMC ring server.

SIMATIC User Management Component (UMC)
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3.2.2 Install UMC and configure UMC ring server

Use the UMC installation file provided by TIA Portal or SINEC NMS.
The installation and setup of UMC depends on the UMC installation file used.

3.2.2.1 Variant for TIA Portal installation

The IIS configuration, as well as the IIS components necessary for the UMC installation are
described in the manual "UMC_ InstallationManual".

Note
The manual "UMC _InstallationManual” can be found in the installation path

"...\UserManagement\Documentation".

Installation
1. Run the installation file "TIA_UMC_V2.exe".
2. Unzip the installation file and run the setup.

Eﬂ User Management Component V2 — >

SIEMENS User Management Component V2

Welcome to the Setup of User Management
| @ Component V2.

After installing the User Management Component, you must configure it. Follow these steps:

SIMATIC User Management Component (UMC)
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3 Engineering

Configuration

1. Start the executable file "UMConf.exe" as Administrator. The default installation path is
"C:\Program Files\Siemens\Automation\UserManagement\BIN".

2. Create a unigue user management domain name ("UM domain name"). Enter the desired
name and confirm with <Enter>.

B Ch\Program Files\SiemensiUserManagement\BIN\UMConf.exe — O x

mode .

3. Create a username and a password for the UMC administrator. Confirm your entries with
<Enter>.

ctive mode.

4. Create a service account for managing the UM services. The service account must be a
Windows user that either belongs to the group "UM Service Accounts" or has administrator
privileges for the UM service "UMCService". This could be the default Windows
administrator, for example. Confirm your entries with <Enter>.

5. Configure the UMC provisioning service to connect a Microsoft Active Directory to UMC. In
this case, enter "y".

mode .

Do you want to configure

SIMATIC User Management Component (UMC)
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6. Enter a domain user as a service account (e. g. MYCORP\John.Doe). The domain user is
linked with the UMC provisioning service. After entering the password, the console closes.

UMConf.exe - Shortcut = (] X

To enable the import of users into TIA Portal, you must configure another setting.
1. Open a new console as Administrator.

2. Change the directory using the following command:
cd C:\Program Files\Siemens\UserManagement\BIN
3. Enter the following command. Replace "User" and "Password" with the login data of the

UMC administrator.
umx -x [User] [Password] -AP -setakp

EX Administrator: Command Prompt — O *®

nent\BIN

Admin Siemens.l -AP -setakp

4. Enable Desktop single sign-on for WinCC Unified Panels and TIA Portal.
umconf -dsso enable -f

5. Close the console.

The initial setup is complete.

The connection of UMC to a Microsoft Active Directory is only possible if this PC is already

Note integrated in the corresponding domain.

The specified service account must be a user of the domain.

SIMATIC User Management Component (UMC)
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Further help and command instructions for user management can be found on the UMC ring
server PC in the following path:
"C:\Program Files\Siemens\Automation\UserManagement\Documentation"

The manual "UMC_InstallationManual" contains further information about installation,
requirements, and Windows settings.

Note The manual "UMC_UMCONFUserManual" contains all commands for the configuration of
UMC. For example, here are the commands and parameters to attach a UMC Agent to a
UMC ring server (e.g., "attached").

The manual "UMC_UMXUserManual" contains all commands, including the parameters for
user management. For example, it describes how to create, edit, or delete users or user
groups using the command line.

SIMATIC User Management Component (UMC)
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3.2.2.2 Variant for the SINEC NMS installation

This example uses the SINEC NMS installation file

Installation
1. Launch the file "SINECNMS_V1.0_SP2.exe".

s SIMEC NMS V1.0 5P2 - *

£

Please choose the setup language:

+ English
(" Deutsch
O E{FSI (H)
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2. Accept the license agreement and click "Next".

s SIMEC MMS V1.0 5P — *

License terms:
@& License agreement Siemens AG(EULA)

License agreement Siemens AG{EULA)

The following notes and conditions shall apply for Software provided by ~
Siemens by installing on your system, by filing a copy on your system
during the installation or by making available the Software in any other way.

Please note:

v Iaccept the terms in the license agreement

3. Extract and install the installation files. Click on "Next".

nags SIMEC MMS V1.0 5P2 — X

Please enter the folder where you want to extract the
setup files. I the folder does not exist, it will be
created automatically.

The web package will be extracted. You can only extract or extract and install
the package.

Extract the package to folder:
ChlUsers'\ADMINI™ 1 AppDatatLocal Temp SINECNMS Browse...

| Bwtract the setup files without being installed.

[v Delete extracted files on exit.

SIMATIC User Management Component (UMC)
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4. Select the installation language and click the "Next" button.

SINEC NMS V1.0 5P2 - Setup

SIEMENS SINEC NMS

Installation language
; n’

O General seﬂjngs Flease select an installation language:
l (®) Installation language: English I

(_) Installationssprache: Deutsch
O TR E P

* Configuration

* Install
Overview
Modify system
System configuration

) Summary Flease close all applications before continuing with the setup

The following documents contain important information about the installation and
use of these products.
‘We recommend that you read this prior to installation.

Read product information

©

4
- ) Mext > Cancel
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5. Select "Install UMC locally" for the product configuration and click "Next".

SINEC NMS V1.0 5P2 - Setup

SIEMENS SINEC NMS

Please select the product features you want to install. If you deselect
components which are already installed, they will be uninstalled.

+ General settings =-[]I52 Single Node
. .[JJEA control and Operation
[)C2 Multiple Node
-[JA Control
[JA operation

© Configuration

~ Install
Overview
) EREITEL
Modify system F win10Pcap
System configuration
' Summary Install UMC locally

Hard Disk Drive space:

Drive Size Ayailable Required Thereoftemp Remaining
@ C 75,0GB 46,4GB 109,0MB 101,0MB 46,4GB
@D\ 50,0GB 47 1GB 0,08 0,08 47 1GB

Target directory:

CiSiemens ( @ Browse...
o=

< Back S Mext » Cancel

6. Click on "Next".

SINEC NMS V1.0 5P2 - Setup

SIEMENS SINEC NMS

I Select the trap service to be used

+ General settings

© Configuration Windows trap service

0 Install SINEC MMS trap service

Overview

~ If you select the Windows frap service, then the start mode "Automatic” is set for the
MDdlfy SYStem Windows frap service on the operation_ Only the SINEC NMS trap service can receive
system configuratiun SMMPv3 information and traps

Summary

Cancel
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7. Accept the license agreement and confirm that you have read the security information.

SINEC NMS V1.0 5P2 - Setup

SIEMENS SINEC NMS

You must accept all license terms.
a

v General settings License terms:

2 License agreement Siemens AG (EULA)
O Confirmation of the security information
€2 Open Source and Third Party Licenses
License agreement Siemens AG (EULA)

) Configuration

Install
o _ The following notes and conditions shall apply for Software provided by Siemens by ~
R installing on your system, by filing a copy on your system during the installation or by
Modify system making available the Software in any other way.

System configuration
Please note:

This Software is protected under German andlor foreign copyright laws and
provisions in international treaties. Unauthorized reproduction and distribution of this
Software or parts of it is liable to prosecution. It will be prosecuted according to
criminal as well as civil law and may result in severe punishment and/or damage
claims. Please read all license provisions applicable to this Software before
installing and/or using this Software. You will find them after this note

Summary

If you received this Software as “Trial-Version™ this Software may only be used for test
and validation purposes according to the provisions of this Trial License stated after
this note. TO USE THE SOFTWARE IN PRODUCTION PROCESSES 15 NOT
ALLOWED. BECAUSE IT IS A TRIAL VERSION WE CAMMNOT EXCLUDE THAT
EXISTING DATA WILL BE MODIFIED OR OVERWRITTEN OR WILL GET LOST. v

= s
| accept all conditions of the listed license agreement(s).

| hereby confirm that | have read and understood the security information on the safe
operation of the products.

< Back Next = Cancel

6
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8. Accept the security settings and click "Next".

+ General settings

© Configuration

SINEC NMS V1.0 5P2 - Setup

SIEMENS

Install

Overview
Modify system
System configuration

Summary

SINEC NMS

Security Control

Correct functionality of SINEC NMS V1.0 SP2 requires changes to some of

o the security and permissions settings on your system. You must accept
these changes to continue the installation.

The following user groups will be created
“UM Service Accounts” (UM Service Accounts)
“UM_CONFIG" (UM Configuration Accounts)
“UM_USERS™ (UKW USERS)

The following firewall settings will be modified
SINEC NMS UMC DefautiPort
TCP port 8444 Open
Network access range: All computers
umc_ssremsd
CASi Userl Binlum.ssrem.exe
Network access range: All computers
umcH4
CASi UserManag in\um.ris. exe
Network access range: All computers

The following file system rights will be set
C\ProgramData\Siemens\UserManagement

entries explicity defined here.

+ Copying inherited entries from parent objects

- Replace permission entries on all child objects with entries shown here that apply to
child objects.

Rights for this folder, subfolders and fies will be adjusted

"Administrators" Allow Deny

Save report Print report

| accept the security and permissions settings on this computer. I

- Inherit from parent the permission entries that apply to child objects. Include these with

< Back Mext » Cancel
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9. Enter the login information of the administrator to log in to UMC.

10. Click on "Next".

SINEC NMS V1.0 5P2 - Setup

SIEMENS

+ General settings
© Configuration
* Install

= Overview

~  Modify system
© System configuration

' Summary

SINEC NMS

Provide the following data
i n’

Local UMC

For the user administration, you need to specify a domain and an administrator account.

(®) Create a new domain

Domain: SinecNmsDomain
Host:
Fort 8444

Administrator joining the domain

Username: |Administrator |
Password: [ss0essenscase |
Confirm password: |ouuuuu.. |
| ?
< Back N Next > Cancel

During installation, a new user management domain will be created automatically, e. g.
Note "SinecNmsDomain". The user management website uses port 8444.
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Article ID: 109780337, V2.2, 04/2022

29




© Siemens AG 2022 All rights reserved

3 Engineering

11. Click "Install" to begin the installation.

SINEC NMS V1.0 SP2 - Setup
SIEMENS SINEC NMS
EE) Overview
v General setlings Product configuration:
=umc
[ Install UMC locally
+ Configuration
Installation path:
CASiemens
© Install
@ Overview
Modify system
~  System configuration
© Summary
o0
< Back * Install Cancel
12. Restart the PC.
Note The administrator account is created as a service account.
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Link UMC ring server to AD

Note

Perform the following configuration steps to link the UMC ring server to a Microsoft Active
Directory (AD):
1. Open a console with Administrator permissions.

2. Use the following command to navigate to the UMC installation folder:
cd C:\Siemens\UserManagement\BIN

3. Enter the following command to link a specific Windows user from the AD with the UMC
provisioning service.
In this application example, the domain user MYCORP\John.Doe is linked with the UMC

provisioning service.
umconf -P -u MYCORP\John.Doe -p Adminl! -f

To allow the import of AD group members into UMC, the Windows user must possess the
following permissions:

e Access permissions to the Microsoft Active Directory, i. e. the Windows user is a member

of the Domain Admins group or Domain Users group.

e Write permissions to the folder "C:\ProgramData\Siemens\UserManagement\CONF", i. e.
the Windows user is an administrator on the local PC. Alternatively, the Windows user
must be assigned to the group "UM Service Accounts".

4. Close the console if the linking procedure was successful.
5. Restart the UM service "UMCService".

Result
The "Import Users" and "Import Domain Groups" buttons are visible in UMC.

Alternatively, it is possible to navigate to the UMC installation folder with the console and
administrator rights and import groups into UMC with the following command:

umx -x <UmcAdministrator> <Password> -I -dg -s <domainGroup> -d
<domain> -f

Figure 3-2

EX Administrator: Command Prompt — O b

NEC_NMS_Admin_Group -d M
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Enable users to be imported into TIA Portal
To enable the import of users into TIA Portal, you must configure another setting.

Note

1.
2.

Open a console as an Administrator.

Change the directory using the following command:
cd C:\Program Files\Siemens\UserManagement\BIN

Enter the following command. Replace "User" and "Password" with the user data of the

UMC administrator.
umx -x [User] [Password] -AP -setakp

EX Administrator: Command Prompt — m| b

ent\BIN

X -X Administrator Siemens.:

Further help and command instructions for user management can be found on the UMC ring
server PC in the following path:
"C:\Program Files\Siemens\UserManagement\Documentation"

The manual "UMC_InstallationManual" contains further information about installation,
requirements, and Windows settings.

The manual "UMC_UMCONFUserManual" contains all commands for the configuration of
UMC. For example, here are the commands and parameters to attach an UMC Agent to a
UMC ring server (e.g., "attached").

The manual "UMC_UMXUserManual" contains all commands, including the parameters for
user management. For example, it describes how to create, edit, or delete users or user
groups using the command line.
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3.2.2.3

Note

Set up access to the UMC WBM over HTTPS

For detailed information on setting up Web Based Management over HTTPS, refer to the

UMC installation manual.

Verify that the following [IS components are installed. These are required for accessing the

UMC Web-Based Management via HTTPS.

e Application Request Routing
https://www.iis.net/downloads/microsoft/application-request-routing

e URL Rewrite
https://www.iis.net/downloads/microsoft/url-rewrite

i?j Internet Information Services (IIS) Manager
a €5 b SERVERZ01E »

File View Help

c = G- .
Q- i e 4 SERVER2016 Home
g Start Page Fitter - % Go - G Show Al | Group by: Area - B
~ .85 SERVER2016 (SERVER2016\Ad)
¥ Application Pools ASPNET " q . ~
-[&] Sites = 2 “ ;ﬂ? — ?
- - - E =Py -: ab)| = o
55 Server Farms 8 L L= z L L B= Bed
NET MNET .NET Error NET .MET Trust  Application Connection Machine Key Pages and Providers
Autherizat... Compilation Pages Globalization Levels Settings Strings Controls
&> @ .L|
Session State SMTP E-mail
s P
@]e & a @ g 5 @ B
. & N S C6I £ o =0) A .
g‘g- = LEHLD B . | [/] = an4 =X
Application ASP Authentic... Authorizat... Gl Compression  Default Directory  Error Pages Failed
Request R... Rules Document  Browsing Request Tra...
=i =y i, k3 g" &% ﬂ: = ‘,"n
At <.Ei1 CH J'Qf (7 S| ¥ <,':g‘>
FastCGl Handler HTTR HTTP IP Address  ISAPland  ISAPI Filters Logging  MIMETypes  Modules
Settings Mappings Redirect Respon.. and Dema.. CGl Restri..
e & » = P
E =] =aty =
-l 5= 8 = - Ty
Qutput Request Server URL Rewrite | WebDAV Worker
Caching Filtering Certificates Authori... Processes
Management -
o j v . = o
B & & &8 KX = O
Centralized Configurat... Feature II5 Manager 115 Manager Management  Shared Web
Certificates Editor Delegation Permissions Users Service  Configurat..  Platfor...

Proceed according to the instructions below to configure the Internet Information Services (1IS)

Manager to work with the HTTPS protocol.

Set up the Internet Information Services (11S) Manager on your UMC ring server PC so that you
can access the UMC web server via HTTPS. To do this, you must generate your own certificate,

which you then import into your browser.

1. Open the Internet Information Services (IIS) Manager. If necessary, you must first install it

via the Server Manager.

2. Right-click on "Default Web Site".
The context menu opens.

3. Select "Edit Bindings..." in the context menu.
The "Site Bindings" dialog will open.
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95 Internet Information Services (IIS) Manager

/(: = & » SERVER2019 » Sites » Default Web Site »

File View Help

Connections |
e Default Web Site Horr
C-ld 78 | 0
&5 Start Page ) =
‘ a Filter: v Go ~\&
v -€5 SERVER2019 (SERVER\Adminit | _ " i85, 3
=2 Application Pools s
v - @/ Sites n? ’ g:”
& Default Web Site,—— ~ald i /]
2 2 Explore Default
\@j Edit Permissions... Document
D Add Application... j"h.
s Add Virtual Directory... MIME Types
Edit Bindings... B
Manage Website >
%2 Refresh
X Remove

4. Click the "Add" button to add a new binding or select an already existing binding, then click
"Edit" to modify the settings.
The "Add site binding" or "Edit site binding" dialog will open.

5. Select the "https" type for the binding.

6. Enter the port for the "https" binding. The TIA Portal installation uses port 443. The SINEC
NMS installation uses port 8444.

7. Assign the UMC SSL certificate to the "https" binding.
The following chapters provide more information on SSL certificates:

- Chapter 5.1
- Chapter 5.2
- Chapter 5.3
8. Then confirm the entries with "OK".
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Type Host Mame Port IP Address Binding Informa... Add...
http 80 - E @ S -

Add Site Binding 7 pd

Type: IP address: Port: Browse

https Al Inassigned
Host name:

[ Require Server Mame Indication

] Disable HTTP/2
[ Disable OCSP Stapling

umc

Close

9. Delete the "http" binding, as it is not needed in this application example. Close the window.

?

Site Bindings
Type Haost Name Peort IP Address Binding Informa... Add...
http 80 *

Edit...

1
https 443 *
D :
2 EmMove
Browse

10. Run the batch file "REMOVE_IdP_WebUi_configuration.bat" as an administrator.
11. Run the batch file "IdP_WebUi_configurator.bat" as an administrator.

The default installation path for these files is:
Note "C:\Program Files\Siemens\Automation\UserManagement\BIN".
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Result

The initial setup of UMC and the Identity Web Provider, which allows access to the Web Based
Management (WBM), has been completed. You can now log in to the UMC via the WBM. Install
the applied certificate on the PCs that need to have access to the WBM (see chapter 5.4).

To log in to the UMC WBM, open a web browser such as Chrome and enter this address in the
address bar:

e https://localhost:<Port>/UMC

Note The TIA Portal installation uses port 443. The SINEC NMS installation uses port 8444.

SIMATIC User Management Component (UMC)
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3.2.3 Set up a secondary UMC ring server

If you need redundancy, install UMC on the secondary server PC. Configure the secondary
server PC as a UMC ring server. A UMC server is used only for load balancing, not redundancy.
When connecting to a Microsoft Active Directory, ensure that the server PC is also a member of
the domain.

1. Open a console with Administrator permissions.

2. Change to the folder "BIN" in the installation directory of the UMC. The default path is
"C:\Program Files\Siemens\UserManagement\BIN". To do this, enter the following

command.
cd C:\Program Files\Siemens\UserManagement\BIN

Bl Administrator: Command Prompt — O he

ment\BIN

3. Now enter the command "umconf -j". This command causes the current UMC installation to
connect to the existing UMC ring server. An additional "-f" is required if the UM service
"UMCService" has not yet been stopped. The necessary information is then automatically
requested.

BN Administrator: Command Prompt - O

4. Enter the PC name of the primary UMC ring server and the credentials of the UMC service
account.
Now you are asked whether the server should be configured as a secondary ring server.

Confirm this with "y".

5. The console automatically downloads the certificate from the primary UMC ring server,
which must be installed. Confirm this with "y".

EN¥ Administrator: Command Prompt — m]
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6. If you have linked a Microsoft Active Directory to the UMC ring server, you must also do this
in the secondary UMC ring server. For this purpose, enter a domain user as the service
account (e. g. MYCORP\John.Doe), as already described for the configuration of the
"provisioning service".

After the configuration is complete, the secondary UMC ring server is now up and running.

SIMATIC User Management Component (UMC)
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4 UMC Operation

After installing UMC and setting up the web components, you can log into the UMC Web-Based
Management (WBM) using a web browser. To do this, open a web browser on the UMC ring
server PC and enter the following URL:

https://localhost:<Port>/UMC

The following URL also allows you to access the WBM from a different PC:

https://<IP address or host name of the UMC ring server PC>:<Port>/UMC

Import or create users

Note

1.
2.

3.

To be able to import domain users and domain groups into UMC, you must have logged in
once with a domain user on the local UMC ring server PC.

Log in to UMC with your administrator account and click the Menu icon =
Navigate to "Users".

'SIEMENS \ USER | “MENT
(Arome

& Users
& Groups
U Roles
Account Policies
@ IDP Configuration
£ Event Log

@ User profile

N Logout

Centralized TIA User Management

Welcome, Administrator

User profile

If you have connected UMC to a Microsoft Active Directory, click the "Import Users" button
to import users from the Microsoft Active Directory.
The "Import Domain Users" dialog opens.

SIEMENS ZED TIA USER MANAGEMENT

-Ql T = |
+ AddUser Details Ww

[Tl [WE (I [sumenmmee o

umc 2 | E3]

==

oisiuse® | istueoisiaes | |
/' Edit
X Delete

M« . L ] 1-10f1items
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4. Enter the name of the domain user you want to import from the selected domain.
5. Click on "Search".
6. After the specified domain user is found, click "Import" to import it.

Import Domain Users X

Filter your search by domain. | MYCORP v

To add a Windows user that is not currently known to UMC, type three letters of its name. If the identity is known, just type the display
name. Then click on Search.

User. John .Searr_h A
JohnDoe X

Cancel Import
7. Click the "Add User" button to create a new user in UMC.

8. Enter a username and a password for the user.
9. Enable the user.

+ Add User [)etalls Impon Users  |inlack User

| ] I_Nj ‘T LD ®istaise ® ®isfalse ® ®isfaise ®

. - '9 ® Cancel
@ Edit
Administrator RANECRARRIA UMC v <

X Delete

Z Edit
X Delete

< . > 1-3of 3items

MYCORPUohn.Doe AREARRNNRELR John Doe MYCORP 4|

Note It is necessary to activate the users you have created or imported.
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Assign arole to the user

1.
2.

Create groups

P WD

Select the newly created or imported user.

Click "Details".
The "Details" dialog for the user will open.

Open the "Roles" tab.

Enter the name of the role that you wish to assign to the user.
The roles listed are for UMC only.

Save your changes.
SIEMENS D TIA USER MANAGEMENT

Users - Administrator

Bob X

+ Add User Details  ImportUsers Unlock

@2 General | Info | Password | Status | Attributes | Groups Account Policy |
3
] || Y
‘ Select a new role...

S 4
Administrator RERREAREREAS I

UMC Admin UMC Admin X Delete A~
[T,
{ Administrator Administrator X Delete
n KENE AR AL Johr| UMC Viewer UMC Viewer X Delete v

. M4 . » M 1-30of 3 items
L « » L

Click the menu icon = |

Navigate to "Groups".

Click "Import Domain Groups" to import groups from the linked Microsoft Active Directory.
Click "Add Group" to create your own groups.

SIEMENS TIA USE .'MQ\AENT
; o

# Home

+ Add Group WDetails _lmport Domain Groups & Users
. E i G i 2 & Groups
—an = an PRty

|

I Account Policies
LI | . ED o @ |DP Configuration
£ EventLog
& User profile
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5. Select the newly created or imported groups and click the "Details" button.
The "Details" dialog for the user will open.

6. Open the "Members" tab.
All users assigned to the group will be displayed.

Note For domain groups, all users assigned to the group in the AD will be displayed.

7. Enter the name of the user that you wish to assign to the group.

SINEC_NMS_Admin_Group

General Roles Group Policy

] ),

[ 7]

Administrator X Delete

a4 . [ 1-10f 1items
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8. Open the "Roles" tab to add the desired permissions to the group.
9. Enter the name of the role that you wish to assign to the group.
10. Save your entries.

SINEC_NMS_Admin_Group

General | Members -‘ GrorlpPulu:y |

| Select a new role... ‘1 F

UMC Viewer UMC Viewer

* Delete

1-10f1items

&8

Cancel

Save

Note

If a user need be able to link UMC agents to UMC, the user needs the "UM_ATTACH"

permission.

If a user should be able to join UMC servers to UMC, they need the "UM_JOIN" permission.

NOTE
User Manual", in Section 1.5.

The "UMC Web Ul User Manual" can be found via the following path:

"C:\Program Files\Siemens\UserManagement\Documentation".

Summary

For more information on the functional permissions of users, please refer to the "UMC Web Ul

UMC is now fundamentally configured and UMC Agents or UMC servers can be connected.
Instructions on how to connect applications from the SIEMENS portfolio can be found in

additional documents on the entry page of this application example.
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5 Useful information

5.1 Creating an SSL certificate in XCA

If the SSL certificate was not automatically installed when installing UMC, you can create an
SSL certificate with XCA.

1. Switch to the "Certificates" tab in XCA.

2. Click the "New Certificate" button.
The "Create x509 Certificate" dialog will open.

__
Private Keys Certificate signing requests Certificates Templates Revocation lists

A" ¥ Certificate and Key management ;
File Import  Token Extra Help
1

Internal name commonMame CA  Serial  Expiry date CRL Expiration ‘
New Certificate
: @; Export
Import
Show Details
Delete
Import PKC5#12

Import PKCS#7

Plain View

s
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3. Open the "Source" tab.

Select the template "TLS_server" for the new certificate.

5. Click "Apply all".

A" X Certificate and Key management

Create x509 Certificate

Source Subject Extensions

\j
Signing request
Sign this Certificate signing request
Copy extensions from the request

Modify subject of the request

Signing
(@ Create a self signed certificate

Use this Certificate for signing

Signature algorithm

Template for the new certificate

[default] TLS_server

Key usage

Netscape

Advanced Comment

Show request

SHA 256

Apply extensions | | Apply s

QK Cancel Help
Open the "Subject" tab.
7. Under "commonName", enter the PC name of the UMC ring server PC.
8. Click "Create a new key".
The "New Key" dialog will open.
45
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10.

A" X Certificate and Key management

Create x509 ( @ ‘}ate

Source Subject © Extensions Key usage MNetscape

Advanced

Comment

Internal Mame |

Distinguished name

countryMame |DE

stateOrProvinceMame |

| organizationalUnithlame |

| commonhlame

U

localityMame | | emailAddress
organizationMame | |
Type Content Add
Delete
' )
Private key @

L (RSA: 2048 bit)

€

w | [J Used keys oo |Generate a new key

QK Cancel Help

Enter a name for the new key.
Click "Create" to create the private key.

SIMATIC User Management Component (UMC)
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New Key %

Please give a name to the new key and select the desired keysize

Key properties

N [ v |
Keytype |RSA e
Keysize | 2048 bit v|

[ ] Remember as default

o5

Y Create Cancel Help

11. In the "Create x509 Certificate" dialog, click "OK" to create the certificate.

" X Certificate and Key management ? >

" X Certificate and Key management

Create x509 Certificate

Source Subject Extensions Key usage Netscape Advanced Comment

Internal Name |

Distinguished name

countryMame |DE | organizationalUnitiame |
stateQrProvinceMame | | commenMame | |
localityMame | | emailAddress | |
organizationMame | |
Type Content Add
Delete

|
Private key

S (RSA:2048 bit) @ [Jused keys too  |Generate a new key

@\,}
S OK Cancel Help
SIMATIC User Management Component (UMC)
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Result

The generated x509 certificate will appear in XCA in the "Certificates" tab.

Figure 5-1
" ¥ Certificate and Key management - O >
File Impeort Token Extra Help
Private Keys Certificate signing requests Certificates Templates Rewvocation lists
Internal name commonMame Serial
M' MNew Certificate
Export
Import
Show Details
Delete
Import PKCS#12
Import PKCS#7
Plain View
The private key you created will appear in the "Private Keys" tab in XCA.
Figure 5-2
A" X Certificate and Key managemnent — O >
File Import  Token  Extra  Help
Private Keys Certificate signing requests Certificates ~ Templates Revocation lists
Internal name Type Size Use Password ——
— I Expart
Import
Import PFX (PKCS£17)
Show Details
Delete
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5.2 Exporting SSL certificate from XCA

Export the SSL certificate from XCA to be able to import it later on the UMC ring server PC
1. Inthe "Certificates" tab in XCA, select the created certificate and click "Export".

The "Certificate export” dialog will open.

A" ¥ Certificate and Key management - O *
File Import Token Extra Help
Private Keys Certificate signing reguests Certificates Templates Revocation lists
Internal name commonMame  CA Serial -
M_ New Certificate
Export
:@; Import
Show Details
Delete
Import PKC5#12
Import PKCS#7
Plain View
2. Select the export format "PKCS #12 (*.pfx)".
3. Click "OK".
The "Password" dialog opens.
? P

A* ¥ Certificate and Key management

Certificate export

MName |

e
|

Filename | pfx

The certificate and the private key as encrypted PKCS#12 file

[] Export comment into PEM file Expnrt Format |PKCS #12 (*.pfx)
3
o Cancel

Help

4. Enter the password for encrypting the "PKCS #12" file.
5. Click "OK".
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" X Certificate and Key management

Please enter the password to encrypt the PKC5£12 file

Password %

Password |iiiiiiiii
Repeat Password |"-uuu T ( i; .
. — (B

Ok T

Cancel

Result
The certificate and private key have been exported.
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5.3

Importing SSL certificate on the UMC ring server PC

1. Onthe UMC ring server PC, open the Internet Information Services (IIS) Manager. If
necessary, you must first install it via the Server Manager.

2. Select the UMC ring server PC.

Double-click the "Server Certificates" button.
The "Server Certificates" dialog will open.

€5 Intemet Information Services (1IS) Manager

(€ 93 ) SERVERUMCNMS »

File View Help

Connections

e &

.-§5 Start Page
.85 SERVERUMCNMS (SERVERUMCNMS\Administrator)
i} Application Pools 2
w @] Sites
&P Default Web Site @
-33 Server Farms

®

@) SERVERUMCNMS Home

Filter: « v Go - G ShowAll | Groupby: Area - 5+
ASP.NET
= ¥ iy v 3 =
) = @ _?J = a1 W B
NET NET NET Error NET NET Trust  Application Connection Machine Key Pages and
Authorizat.. Compilation Pages Globalization Levels Settings Strings Controls
B & @
) ]
Providers  Session State SMTP E-mail
s
0 s 3 I =i e 2,
M R4 o B B & &
Application  Authentic.. Compression Default  Directory  ErrorPages  Failed Handler HTTR
RequestR.. Document  Browsing Request Tra... Mappings Redirect
I T TR R
= 5 i . #| —
E ks, . @ g = & = &
HTTR IP Address  ISAPland  ISAPIFitters  Logging  MIME Types  Modules Output Request
Respon.. and Doma.. CGI Restri... Caching Filtering
i =ty
B ity
Server ! URL Rewrite Worker
Certificates ! Processes
Management
-
B %
=%
Configurat.., Feature Shared

Editor Delegation  Configurat...

4. Right click in the "Server Certificates" dialog.

The context menu opens.

5. Select "Import" in the context menu.

§5 Internet Information Services (IIS) Manager

e - €3 ) SERVERUMCNMS »

File  View Help

Connections
€. 8

.65 Start Page
\.I-ga SERVERUMCMMS {SERVERUMCHNMS\Administrator)
i 2} Application Pools
+ .[&] Sites
i € Default Web Site
> 251 Server Farms

qsl Server Certificates

Filter: < Go % Show All - Group by: No Grouping ©

Use this feature to request and manage certificates that the Web server can use with websites configured for 55L.

MName Issued To Issued By

I Import... I

Create Certificat
Complete Certit! t...
Create Domain CertifiCate...

Create Self-Signed Certificate...

Enable Automatic Rebind of Renewed Certificate

l@l Help

6. Select the certificate file (*.pfx) you exported from XCA in an earlier step.
7. Enter the password that you set when exporting the certificate file (*.pfx).

SIMATIC User Management Component (UMC)
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8. Select the certificate store "Personal".

9. Click "OK".

Import Certificate

Certificate file (.pfx):

=
s

| DServerlmeMms. pfx

Select Certificate Store;

Persanal

Allow this certificate to be exported

4 :l = Cancel

Result

The SSL certificate has been imported into the Internet Information Services (IIS) Manager.

W5 Intemet Information Services (IIS) Manager

© 95, SERVERUMCNMS »

File View Help

Connections
- 8

W5 Start Page
v aﬂ SERVERUMCNMS (SERVERUMCNMS\Administrator)
L2 Application Pools
@ Sites
35 Server Farms

SIMATIC User Management Component (UMC)
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Q§! Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites configured for S5L.

Filter: + ¥ Go -l Show All | Group by: No Grouping -
MName |ssued To |ssued By Fxniration Nate Certificate Hash Certificate Store
;ServarUm:Nms ServerUmcNms ServerUmcNms 21.02.2023 15:58:00  64BBB77AFBABAGFEFEF59A15258A2F90BCF92200 Personal l
|
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54 Installing the SSL certificate on the UMC ring server PC

5.4.1 Export certificate from the web browser

1. On the UMC ring server PC, open the UMC WBM, for example with the following URL:
https://<IP address> or <PC name>:<Port>/UMC
The connection is not secure.

N = (m] X
@ Login X +
& (&) hitps// :8444 /umc-idp/idpauthsite/index.htmi#eyljdWx0dXJIQ2hhbmdIZCl6Im... |2 ¥ -
SIEMENS

2020 Siemens AG

‘ Change language

B Useyour current Windows session to
Login

2. Inthe web browser, open the "Certificate” dialog.

@ Login X +

G A Notsecure ' hitps:// :8444 /umc-idp/idpauthsite/index.htmi#eyljdWx0dXJIQ2hhbmdIZCl6Im... |2 ¥ -

:8444 X

not secure

A Your connection to this site is

information

ds or credit

Learn more
B Certificate is not valid =z
@ Cookies 2inuse [2
& Site settings @

B Useyour current Windows session to
Login
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3. Open the "Certification Path" tab and check whether a Root CA certificate is present.

@ Certificate X

General Details | Certification Path z §
N

Certification path
e ————

| B serverUmcims

View Certificate

Certificate status:

is CA Root certificate is not trusted because it is not in the Trusted Root
Certification Authorities store,

Open the "Details" tab.

5. Click the "Copy to File" button.
The "Certificate Export Wizard" will open.

an Certificate >
General Certification Path
Show: | <All= z @ ;§ ~
N—F
Field Value 2
B\I‘ersion V3
=] serial number 1a 57 cf c& 48 76 3 88
|:|5ignah.|re algorithm sha256R5A
|:|Signah.|re hash algorithm sha2se
|:|Issuer ServerUmchms, BY, DE
|:|\I'a|id from Montag, 21, Februar 2022 15:...
=] valid ta Diensta, 21. Februar 2023 1.,
=l st Servarl Imeima BY DFE 7
Edit Properties. .. Copy to File...
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6. Click on "Next".

£# Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from & certificate store to your disk.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

©

Cancel

7. Select the export format "DER encoded binary X.509 (.CER)".
8. Click on "Next".

&«

¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

I (®) DER encoded binary X.503 (.CER) I

@ () Base-64 encoded X.508 {,CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates ((P7E)

7

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ((FFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties k
Enable certificate privacy

Microsaft Seriglized Certificate Store {(55T)

S MNext Cancel
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9. Enter the name of the file you wish to export.
10. Click on "Next".

&«

“* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C:\sers\Administrator\Downloads \umcserver, cer || Browse.., W

Cancel
11. Click the "Finish" button to complete the certificate export.
*
€ L# Certificate Export Wizard
Completing the Certificate Export Wizard
You have successfully completed the Certificate Export wizard.
You have specified the following settings:
C:\sers\Administrator Downloads yum)
Export Keys MNa
Indude all certificates in the certification path Mo
File Format DER Encoded Binary X509 (*.cer)
< >
@E
Finish Cancel
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5.4.2 Install certificate on the UMC ring server PC

1. Select the exported file in Explorer and right-click the file.

The context menu opens.

2. Select "Install Certificate" in the context menu.
The "Certificate Import Wizard" will open.

* | Ii-l = | Downloads

Home Share View

“ v 4 ; » This PC » Downloads
| Pictures Date modified Type Size
#P Saved Games I 5] umeserver.cer I A1.07 An77 1700 PSS
) Searches Open
[ This PC @ 2 @ 2
I Desktop Ea Mit Windows Defend en...
I:fl Documents #® Scanwith Apex One
‘ Downloads Erumiin-
D Music Share with b
= Pictures Restore previous versions
B videos Send to >
o5 Floppy Disk Drive (A2 Cut
i SYSTEM (C) Copy
- DATA (D:)
i ] Create shortcut
== DVD Drive (E:) Nelete
3. Select the save location as "Local Machine" and click "Next".
*
©* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to & certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity

and contains information used to protect data or to establish secure network

connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User
To continue, didk Next.
E Mext | Cancel
SIMATIC User Management Component (UMC)
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4. Select the "Trusted Root Certification Authorities" certificate store and click "Next".

*
€ L* Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept,
Windows can automatically select a certificate store, or you can specify a location for
the certificate,
() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate stare:
| Trusted Root Certification Authorities Browse. ..
(5
Mext Cancel
5. Click "Finish" to finish importing the certificate.
*

&«

£# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have spedfied the following settings:

(o= ) == = e s N2l Trusted Root Certification Authorities
Content Certificate

Cancel
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Result
The connection to the UMC WBM in the web browser is now secure.
Figure 5-3
@ Login x + X %
& c "} :8444/umc-idp/idpauthsite/index.html#ey)jdWx0dXJIQ2hhbmdIZCl6Im5viiwiU291c... (& -
SIEMENS

2020 Siemens AG

‘ Change language v\ A z

B Useyour current Windows session to
Login
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5.5 Single sign-on (SSO) to UMC via IP address instead of host

name

Most settings are automatically set up by the installation routine. The following settings are
necessary if you use SSO via the IP address to log in to UMC from SINEC NMS/SINEMA RC:

1. Open the "configuration.json" file in a text editor that you have run as an administrator.

The "configuration.json" file is located in the path
"C:\Siemens\UserManagement\Web\umc-sso\config".

2. Enter your IP address with the prefix "https://" for the "reverseProxy" and the port "8444" for

the "reverseProxyPort".
Then save and close the file.

{
"private": {
"UMCDllFolderPath": "C:/Program
Files/Siemens/UserManagement/bin",
"useHttps": false,

"

"httpsServerRey": 5
"httpsServerCert": "",
"configurationInterval": 60000,
"idpListenerPort": 45133

',

"reverseProxy": "https://172.16.62.32",
"reverseProxyPort": "8444",

"override": false

H

3. Open the registry with <Win + R> and enter "regedit".
The "Registry Editor" will open.

4. Navigate to the registry key "HKEY_LOCAL_MACHINE\SOFTWARE\Siemens\User

Management\WebUN\Settings\".

5. For the parameter "idpaddress", enter the IP address in place of the host name.

SIMATIC User Management Component (UMC)
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B Registry Editor
File Edit View Favorites Help

v @ Co

SIMATIC User Management Component (UMC)

mputer
HKEY_CLASSES_ROOT
HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE
BCD0O0000000
HARDWARE
SAM
SECURITY
SOFTWARE
7-Zip
> Classes
> Clients
>~ | Intel
> Microsoft
> Mozilla
> 0DBC
> - | Partner
> Policies
RegisteredApplications
v Siemens
Automation
AUTSW
v - User Management
CERT Library
> Common
> ELG
> Providers
; Uninstall
v WebU|
Settings
> TrendMicro

Article ID: 109780337, V2.2, 04/2022

Name Type Data

EE] (Default) REG_SZ (value not set)

ab) domains_support REG_SZ yes

{ablidpaddress REG_SZ https://172.16.62,32:8444/umc-s50
) secure REG_DWORD 0x00000001 (1)

ab] sitename REG_SZ Default Web Site
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5.6 Changing the PC name

UMC V2.7 has the web SSO screen which can be accessed for UMC via the PC name. The
following steps must be carried out so that this link stays current when the PC name is changed:

1. Open the console on your UMC server PC as an administrator.

2. Use the following command to navigate to the UMC installation folder:
cd C:\Siemens\UserManagement\BIN

3. Enter the following command to run the program "umconf.exe" in interactive mode:
umconf -i

4. Update the configuration by entering "u".
5. Enter "y" to stop the UM service "UMCService".

Figure 5-4

BN Administrator: Commargd Prompt

hWUsersZAdministrato

The configuration has been updated successfully.
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5.7 Downgrading a server to an agent

By default, a UMC is set up as a UMC ring server after installation. To downgrade a ring server
to a UMC agent, enter the necessary commands through the console. Refer to chapter 5.8 for
the necessary commands.

5.8 Connecting application to the UMC ring server

TIA Portal and WIinCC Unified are connected to the UMC ring server of SINEMA NMS /
SINEC RC via the console.

Connect TIA Portal to UMC ring server of SINEC NMS / SINEMA RC

1.

Open the console on your TIA Portal PC as an administrator.

Change the directory with the following command:
cd C:\Program Files\SIEMENS\Automation\UserManagement\BIN

Delete the existing configuration with the command below.
umconf -D -f

Bind your installation as a UMC agent to the UMC ring server using the following command.
umconf -a -f -c [UMC ring server PC name]

Enable secure communication with the following command. Replace "User" and "Password"
with the login credentials of a UMC user with "UM_ADMIN" permissions, for example those
of UMC administrators.

umx -x [User] [Password] -AP -setakp

TIA Portal is now connected to your existing UMC ring server. Close the console.

Note

Alternatively, it is possible to use the "TIA Administrator" tool to connect TIA Portal to the
UMC ring server.

After TIA Portal has been connected to the UMC ring server using the "TIA Administrator"
tool, restart the PC or service "UMC secure Communication” to declare the PC as a UMC
agent.

Connect WinCC Unified PC to UMC ring server of SINEC NMS / SINEMA RC
Start the Command Prompt (CMD) as admin for the WinCC Unified PC.

1.
2.

Open the console on your TIA Portal PC as Administrator.

Change the directory with the following command:
cd C:\Program Files\SIEMENS\Automation\UserManagement\BIN

Use the following command to delete the existing configuration.
umconf -D -f

Bind your installation as a UMC server to the UMC ring server with the following command.
umconf -j -f -m 0 -c [UMC ring server PC name]

Enable secure communication with the following command. Replace "User" and "Password
with the login credentials of a UMC user with "UM_ADMIN" permissions, for example those
of UMC administrators.

Enable desktop single sign-on for WinCC Unified Panels.
umconf -dsso enable -f

WinCC Unified is now connected to your existing UMC ring server. Close the console.
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5.9 Password policies in UMC

UMC offers you the ability to adapt your password policies to fit your own company policies.

Figure 5-5

_ Password lock, duration and reuse | Advanced -

Minimum Password Length

£

Maximum Password Length

|'IF_U

Minimum Password Lowercase Characters

1

Minimum Password Uppercase Characters

k

Minimum Password Alphabetic Characters

2

Minimum Password Numeric Characters

1

Minimum Password Special Characters

0

Enable password policy check during user administration [
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Figure 5-6

Password Structure

Maximum number of errors during login (zero is disabled)

E |

Days prior to password expiration

|IEEI

® Enable password history by number of days

Minimum days to wait before reusing a password

120

O Enable password history by number of passwords

The password policies apply to users created in UMC. The password policies do not apply to
Note users managed through the Microsoft Active Directory.
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5.10 Troubleshooting

5.10.1 Error when running "UMConf.exe"

If the "UMConf.exe" cannot be executed or is aborted during execution, uninstall UMC.

Note The "UMC_ InstallationManual” chapter 7 "How to Uninstall UMC" describes how to uninstall
UMC.

After you have successfully uninstalled UMC, reinstall it (see chapter 3.1).
5.10.2 Domain group appears in UMC as "Undefined"

Configure UMC provisioning (AD communication) in LDAP mode

In accordance with the Microsoft update, the default configuration of the UMC provisioning (AD
communication) in UMC 2.9 SP3 is configured in LDAPS mode by default.

If the AD is configured in LDAP mode, the communication between AD and UMC ring server
does not work and the domain group appears in UMC as "Undefined". Proceed according to the
instructions below to modify the configuration of the UMC provisioning in UMC.

1. Open the file "piisrv_config.json" in a text editor that you have run as an administrator.
The file "piisrv_config.json" is located in the path
"C:\ProgramData\Siemens\UserManagement\Conf".

2. Set the "ldaps" parameter to "no" to configure the UMC provisioning service (AD
communication) in UMC in LDAP mode (Lightweight Directory Access Protocol).

BldS = | piisrv_config,json - WordPad - O *
“ Home View 9
Courier Mew -1 | A 4 EFEEE =~ l=- | & Find
A I 3ac Replace
X. x* A- 2~ [El=== 5 Insent
B I U & x A& EFI=E=EE - [d}select all
Clipboard Font Paragraph Editing
NI-CHRA RNRE NS ENRY SNRE ENRY RN AXKE: RS- KX R AKX RN E N T I E Y
{"add alias to™:"",
"I"gﬂ'ITIFl'iTI‘:I"Tr!"ﬂalﬂ_e":""}]'

I Illdapsll . "IlD", I

"purge time":"720",
% "guery for_ domains":" (objectcategory=crossref) ",

"query for groups":"",
"gquery for user":"",
"query_ for users":" “I

"recycle time™:"1440",

"update mode":"noremowve",
n n n

"import users from nested groups":"yes",
"polling_umc":"10",
"polling_ad":"60"}

If the "ldaps" parameter is not present, create it. If the "ldaps" parameter is not present, the
Note default value is "yes".
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3. Save the file "piisrv_config.json" and restart the UM service "UPService".

4. If you have several UMC servers or UMC ring servers in operation, repeat the procedure

there.

In the "UMC _InstallationManual”, in chapter 9 "Appendix", you will find a description of the

Note "piisrv_config.json" file with all possible parameters and values.

Allow ports for AD communication in the firewall
AD communication uses the following ports:
e port 3269 to receive users for groups
e port 636 to receive users
Allow the ports in the Microsoft AD server firewall:
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5.10.3 Members of domain groups are not imported into UMC

1. Open the file "piisrv_config.json" in a text editor that you have run as an administrator.
The file "piisrv_config.json" is located in the path
"C:\ProgramData\Siemens\UserManagement\Conf".

2. Setthe parameter "import_users_from_nested_groups" to "yes". This will search for all
users in sub-groups of groups to import the users into UMC and assign them to the higher-
level group.

If the parameter "import_users_from_nested_groups" does not yet exist, create it. If the
Note parameter "import_users_from_nested_groups" does not exist, the default value is "no".

3. By default, the UMC users are synchronized with each other every 60 seconds. Adjust the
parameter "polling_umc" to the desired time span in seconds, e. g. 10 seconds.
If the parameter does not yet exist, create it.

4. Data synchronization of the login data and users between the Microsoft Active Directory and
the UMC ring server takes place every 600 seconds by default. Adjust the parameter
"polling_ad" to the desired time span in seconds, e. g. 60 seconds.

If the parameter does not yet exist, create it.

Note Only modify the parameters "polling_umc" and "polling_ad" if absolutely necessary.

5. Save the file "piisrv_config.json" and restart the UM service "UPService".

6. If you have several UMC servers or UMC ring servers in operation, repeat the procedure
there.
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Figure 5-7
BldD = | piisrv_configjson - WordPad — a ot
Home View e
. .. . - Find
Courier Mew 11 | A a = == 7 :zv [~ % n
— A 8¢ Replace
Paste X 2 - - .E == = Insert ...
BIUdeXx A-2- [EE=E5: - [diselectal
Clipboard Fant Paragraph Editing

...g...1...g...3...4...5...5...?...3.|.g...1g...11...1g...13...14...1%..15

{"add _alias_to":"",
"domains": [{"nams":""}],
"ldaps":"no
"purge time":"720",
"query for domains":" (ocbjectcategory=crossref)",
"guery for groups":"",
"query for user":"",
\ "guery for users":" “I
"recycle time":"1440",

D\ pmundate mode":"noremove’,

"import_users_from nested groups":"yes",
"polling umc":"10",

» |“polling_ad" :"e0"} } %

N\

Note In the "UMC_InstallationManual”, in chapter 9 "Appendix”, you will find a description of the
"piisrv_config.json" file with all possible parameters and values.
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6 Appendix

6
6.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire service and support
know-how and portfolio.

The Industry Online Support is the central address for information about our products, solutions
and services.

Product information, manuals, downloads, FAQs, application examples and videos — all
information is accessible with just a few mouse clicks:

support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding
all technical queries with numerous tailor-made offers
— ranging from basic support to individual support contracts.

Please send queries to Technical Support via Web form:
support.industry.siemens.com/cs/my/src

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical
experience, innovative learning methods and a concept that's tailored to the customer’s specific
needs.

For more information on our offered trainings and courses, as well as their locations and dates,
refer to our web page:

siemens.com/sitrain

Service offer

Our range of services includes the following:

e Plant data services

e Spare parts services

¢ Repair services

e On-site and maintenance services

e Retrofitting and modernization services

e Service programs and contracts

You can find detailed information on our range of services in the service catalog web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry Online Support”
app. The app is available for iOS and Android:

support.industry.siemens.com/cs/ww/en/sc/2067
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6 Appendix

6.2 Industry Mall

SIEMENS

The Siemens Industry Mall is the platform on which the entire siemens Industry product portfolio
is accessible. From the selection of products to the order and the delivery tracking, the Industry
Mall enables the complete purchasing processing — directly and independently of time and

location:
mall.industry.siemens.com

6.3 Links and literature

Table 6-1

No. Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to the article page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109780337

\3\ FAQ "How does User Management Component (UMC) work with SINEC NMS?"
https://support.industry.siemens.com/cs/ww/en/view/109780332

6.4 Change documentation
Table 6-2
Version Date Change
V1.0 10/2020 First edition
V2.0 02/2021 Added chapter 3.2.3 and chapter 4.
V2.1 10/2021 Update for UMC V2.9.3 and WinCC Unified
V2.2 04/2022 Additions to chapter 3.2.3 and chapter 5
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