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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several components in
the form of text, graphics and/or software modules. The application examples are a free service by Siemens AG
and/or a subsidiary of Siemens AG ("Siemens"). They are non-binding and make no claim to completeness or
functionality regarding configuration and equipment. The application examples merely offer help with typical
tasks; they do not constitute customer-specific solutions. You yourself are responsible for the proper and safe
operation of the products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application
examples used by technically trained personnel. Any change to the application examples is your responsibility.
Sharing the application examples with third parties or copying the application examples or excerpts thereof is
permitted only in combination with your own products. The application examples are not required to undergo the
customary tests and quality inspections of a chargeable product; they may have functional and performance
defects as well as errors. It is your responsibility to use them in such a manner that any malfunctions that may
occur do not result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for
the usability, availability, completeness and freedom from defects of the application examples as well as for
related information, configuration and performance data and any damage caused thereby. This shall not apply in
cases of mandatory liability, for example under the German Product Liability Act, or in cases of intent, gross
negligence, or culpable loss of life, bodily injury or damage to health, non-compliance with a guarantee,
fraudulent non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for damages
arising from a breach of material contractual obligations shall however be limited to the foreseeable damage
typical of the type of agreement, unless liability arises from intent or gross negligence or is based on loss of life,
bodily injury or damage to health. The foregoing provisions do not imply any change in the burden of proof to
your detriment. You shall indemnify Siemens against existing or future claims of third parties in this connection
except where Siemens is mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond
the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without notice. In case of
discrepancies between the suggestions in the application examples and other Siemens publications such as
catalogs, the content of the other documentation shall have precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure operation of
plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement —
and continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and
solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks.
Such systems, machines and components should only be connected to an enterprise network or the Internet if
and to the extent such a connection is necessary and only when appropriate security measures (e.g. firewalls
and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly
recommends that product updates are applied as soon as they are available and that the latest product versions
are used. Use of product versions that are no longer supported, and failure to apply the latest updates may
increase customer’s exposure to cyber threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed at:
https://www.siemens.com/industrialsecurity.
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1 Introduction

1
1.1

Introduction

Overview

Efficient user management is an essential part of every security concept. The User
Management Component (UMC) enables for system-wide central maintenance of users with an
optional connection to Microsoft Active Directory. Person-specific assignment of roles and
permissions minimizes maintenance effort while achieving a high level of transparency. Central
user management thus represents the basis for an efficient, thorough administration of
personalized access permissions within the system. This can significantly reduce security risks.

UMC allows the establishment of a central user management. This means that you can define
and manage users and user groups across software and devices. Users and user groups can
also be transferred from a Microsoft Active Directory (AD).

You can import the global users and user groups into the various applications or use them as
temporary users.

This document builds on the base document under the same article ID. In the base document,
you will find a description of the installation and setup of the UMC.

In this document, you will learn how to connect the network management system SINEC NMS
to UMC and how to log in with a UMC user or a user from the AD.

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022 4



© Siemens AG 2022 All rights reserved

1 Introduction

1.2 Principle of Operation

The UMC server receives the login requests of the connected applications and checks the
entered user data. Then the application receives a response whether the logon credentials are
correct and the logon is approved.

SINEC NMS

User Management Component

eece®ccccccccn,

The exchange between SINEC NMS and UMC server takes place in the web browser of the

Note client.

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022 5
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2 Engineering

2 Engineering
2.1 Hardware setup
The following Figure shows the hardware setup in this example.
Figure 2-1
SINEC NMS primary UMC ring Secondary UMC Microsoft Active
Control + Operation server ring server Directory
[ — _ _ S
I
/_;}—\ |
Windows 10 Windows Server Windows Server Windows Server
2016 2016 2019

Requirement

This application example builds on the base document. Ensure that the UMC and Microsoft AD

are set up appropriately.

Example users and groups

The following UMC users with their associated groups are used in the example.

Table 2-1

Users

Groups

Admin

Administrator (UMC)

MYCORP\John.Doe

Administrators, domain admins,
SINEC_NMS_Admin_Group, UM service
accounts

MYCORP\UmcUser

UM_Users, Domain Users

MYCORP\ServiceEngineer

Engineers, Domain Users

MYCORP\Administrator

Administrators, Domain Admins

Bob

SINEC_NMS_Admin_Group (UMC)

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022
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2 Engineering

2.2 Adjusting Settings in the UMC

To use a UMC user in SINEC NMS, the user must be a member of a special group that is
created in the UMC and linked to a role in SINEC NMS.

Logon to the UMC WBM

When UMC is installed with the SINEC NMS setup, it can be accessed via the following web
page. Open a web browser and enter the URL "https://<IP address>:8444/UMC". When logging
in, use the user that you specified during installation.

Figure 2-2
@ Login x + B
& (&) a :8444/umc-idp/idpauthsite/index.htmi#eyljdWx0dXJIQ2hhbmdIZCl6Im5vii.. |& Y& &
SIEMENS

2020 Siemens AG

Change language

B Useyour current Windows session to
Login

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022 7
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2 Engineering

Create users
1.
2.

Click the "Menu" button (3 bars).
Open the "Users" menu. Users are created and permissions assigned in this menu.

SIEMENS

& System U&j
& Groups

Centralized TIA User Management © Roles

I8) Account Policies
Welcome, Administrator @ IDP Configuration
User profile E Event Log

& User profile

 Logout

Click the "Add Users" button to create a new user.

Enter a username and a password for the new user.
Make the following settings for the user:
- Enable the user.

- Give permission to change the password. Because the password will expire after 60
days according to the default configuration, it is advisable to modify the permission for
new users to match the company policies.

- ltis also possible to require the new user to change the password after logging in for
the first time.

Click "Update" to apply the settings.
The user will be created with the settings you have specified.

B umMc Users x +

&« - QC 8 serverumcnms:8444/umc/users.htmil o B 2 % &

SIEMENS ZED TIA USER MANAGEMENT

@ Users - Administrator

+ AddUser Details  Unlock User

mo____mo g oo oo oo

O[Ol Updaie
I‘ Bob ‘ ‘ ......... I [ '"EI 0 I
User] ® Cancel
Edit

Administrator  FEEEEReswees
X Delete

Click the "Edit" button to modify the user's settings.

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022 8
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2 Engineering

8. Select the user and click "Details" to set the details of the user. Details of a user are e. g.
- Attributes such as email address
- Roles for the UMC server

9. Click "Unlock User" to unlock a user if it has been locked. This happens if the wrong
password was entered too many times, for example.

B umc Users x +

€« = G @& serverumenms:8444/umc/users.html o & o2 W A

D TIA USER MANAGEMENT

+ Add User Details  Unlock User

Administrator ~ *FEEEEEeceEs umc

x
S F— o
x

# Edit

Assign user to a group

Access rights to SINEC NMS are assigned with groups. The group
"SINEC_NMS_Admin_Group" is the default UMC group in SINEC NMS for allowing the UMC
users administrative access to SINEC NMS.

1. Click the "Menu" button (3 bars).

2. Open the "Groups" menu. This is the menu where new users can be added to existing
groups or new groups can be created. New groups are necessary if a new role in SINEC
NMS needs to be linked with UMC users.

SIEMENS

& System Users
/& Groups

Centralized TIA User Management © Roles

I8) Account Policies
Welcome, Administrator @ IDP Configuration
User profile E Event Log

& User profile

 Logout

3. Select the group "SINEC_NMS_Admin_Group", already created when UMC was installed,
then click the "Details" button to add the users to this group.
The detail view of the group will open.

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022 9
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SIEMENS il
-
/‘-’J

M | | ¥ B |7

SINEC_NMS_Admin_Group umc Sinecnms_Default_Group # Edit X Delete

+ Add Group  Details

If the group "SINEC_NMS_ Admin_Group" does not exist in UMC, create it.

Note
If you wish to use a different group name, create it in SINEC NMS (see chapter 2.3.1).

4. Open the "Members" tab.
All current group members will be displayed.

5. Enter the first letters of a user who will later need to have administrative access to SINEC

NMS.
All users with the initial letters you entered will be displayed in a list.

6. Select the desired user to assign it to the group as a group member.

Note You can assign additional users to the group as group members.

SINEC_NMS_Admin_Group

General Roles Graoup Policy
O
e x

= _
— O L 7]

4 « 0 o Mo items to display

Cancel Save

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022 10
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7. Click "Save" to save the group members you have entered.

SINEC_NMS_Admin_Group

Select a new user... ‘

| 4

Bob * Delete

L d 1 - > 1-10of 1 items

Cancel ’ IR\ Save

8. If you need additional SINEC NMS users who should not have administrative access, create
additional groups and add the desired members to them.

Result
The modifications in the UMC ring server are complete.

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022 11
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2 Engineering

2.3 Configuring SINEC NMS

This example assumes that the basic setup of SINEC NMS has already been completed. Only
the UMC-relevant setup will be addressed.

2.3.1 Create UMC user group
1. Open the menu "System administration > User" in the Control to create UMC user groups in
SINEC NMS.
SIEMENS
A Home 9 Metwork monitoring  w a Network administration @ System monitering System administration
Home Operations
Operation parameter profiles
Overall system status Device status 1 Device areas
I User I

Roles

Role assignments

/O\—/O\

0-} o A, ; inistrati
\ /.\ y; Certificate administration
0—0

Control administration

2. Inthe "UMC user groups" tab, click on "Add UMC user group".
The "Add UMC user group" dialog will open.

SIEMENS

Control - CONTROL

A Home 0 Metwork monitoring s o Network administration  ~ @ System monitoring System administration A

Home » System administration » User » UMC user groups

UMC user groups (1) Local users (1)

Delete

@ Add UMC user group

Name = Comment ¥

@

SINEC_NMS_Admin_Group Default Administrator UMC Group of SINEC NMS

The group "SINEC_NMS_Admin_Group" is the default UMC group in SINEC NMS for
Note allowing the UMC users administrative access to SINEC NMS.

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022 12
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2 Engineering

3. Enter a name for the UMC user group.
Use exactly the same name as in UMC. In SINEC NMS, the user is assigned the rights
based on the name of the UMC user group.

4. Click the "Add" button.
Add UMC user group

A1)

Name* SINEC_NMS_User Group 2=

UMC Group of SINEC NMS without administrator
rights.

Comment

Result
The new UMC user group has been created in SINEC NMS.

Figure 2-3
SIEMENS
Control - CONTROL
A Home 0 Metwork monitoring o Network administration o System monitoring s
Home » System administration » User » UMC user groups
UMC user groups (2) Local users (1)

@ Add UMC user group

Name = Comment ¥

T
SINEC_NMS_Admin_Group Default Administrator UMC Group of SINEC NMS
SINEC_NMS_User_Group UMC Group of SINEC NMS without administrator rights|

Assign the new UMC user group to an existing role in SINEC NMS or create a new role. A new
role is necessary if a restriction in permissions or device areas is required.

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022 13
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2 Engineering

2.3.2 Create role

1. Open the menu "System administration > Role" to add roles in SINEC NMS.

SIEMENS
Control - CONTROL
A Home 0 Network monitoring o Network administration e System monitoring System administration -
Home » Systemadministration » User » UMC user groups Operations
Operation parameater profiles
UMC user groups (2) Local users (1) Device areas
User
@ Add UMC user group Edit Delete I Boles I
1
y Role assignments
Name * Comment %
Certificate administration
T
Control administration
SINEC_NMS_Admin_Group Default Administrator UMC Group of SINEC NMS
SINEC_NMS_User_Group UMC Group of SINEC NMS without administrator rights.

2. Select an existing role, e. g. the default role "Super Admin Role" with administrator
privileges.

3. Click "Create child role". New roles will be created as child roles. In this case, the settings
are inherited from the parent role.
The "Create child role" dialog will open.

SIEMENS

Control - CONTROL

A Home 9 Network monitoring  w o Network administration

Home = System administration # Holes

Roles

Name

5 te child role Delete

]

re

a

- Super Admin Role

Note The group "SINEC_NMS_Admin_Group" is already assigned to the role "Super Admin Role".

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022 14
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2 Engineering

Enter a name for the role.
5. Set the session timeout.
6. Click the "Save" button.

Create child role

)

4
Name* umcRole # <
Session timeout (seconds)* (® No session timeout () Session timeout (seconds) = 600 5
role for UMC userg
Description

Result
The new role has been created in SINEC NMS.

Figure 2-4
SIEMENS
Control - CONTROL
A Home 0 Metwork monitoring o Network administration s @ Systemn monitoring

Home » System administration » FRoles

Roles

Create child role Delete

Name

Super Admin Role (1)

umcRole

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022
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2 Engineering

2.3.3 Assign UMC user group and rights to the role
Assign UMC user group
1. Open the menu "System administration > Role assignments" to add roles in SINEC NMS.

SIEMENS

Control - CONTROL

A Home e Network monitoring o Network administration @ System monitoring System administration

Home » System administration » Roles Operations

Operation parameter profiles

Roles Device areas

User

Create child role Delete
Roles

Name 2 / I Role assignments I

y Certificate administration
~ Super Admin Role (1) . )
Contrel administration
umcRole

2. Select the role you wish to edit. Then click on "Assign UMC user groups" in the "UMC user
groups / local users" tab.
The "Assign UMC user groups" dialog will open.

SIEMENS

Control - CONTROL
A Home @ Network monitoring ~ @ Network administration @ system monitoring System administration

Home » Systemadministration » Role assignments

Roles UMC user groups / local users (0) Device areas Rights
Select a role and assign UMC user groupsilocal users, device areas 2

and rights to this role.

Assign UMC user groups

I [~ Super Admin Role UMC user groups / local users & Description &

T
| umcRole

SINEC NMS with UMC
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3. Select the desired UMC user group and click the "Add" button.

Assign UMC user groups (2)

Name =

SINEC_NMS_Admin_Group

The UMC user group is assigned to the role.
Figure 2-5

SIEMENS

Control - CONTROL
A& Home @ Nework monitoring v @ Network administration v @ system monitoring v ® System administration A

Home » System administration # Role assignments

Roles UMC user groups / local users (1) Device areas Rights

Select a role and assign UMC user groups/local users, device areas
and rights to this role.
Assign UMC user groups

[ =] super Admin Role UMC user groups / local users & Description
T

umcRole
I 12 SINEC NMS_User Group UMC Group of SINEC NMS without administrator rights. I

SINEC NMS with UMC
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2 Engineering

Assign rights to the role

1. Select the role you wish to edit, then click "Inherit from parent role" in the "Rights" tab.
The newly created role receives the same rights as the higher-level role.

Figure 2-6

i SINEC NMS x  + v -

&« C & ppControl/Ul/#/syst vistration/roll iation B e & &

I Apps M Gmail EB YouTube B¥ Maps Lesel
SIEMENS SINEC NMS

Control - CONTROL © Help M Notifications  SuperAdmin v
A Home @ Network monitoring @ Network administration + © System monitoring v System administration A

Home » System administration » Role assignments

Roles UMC user groups / local users (1) Device areas Rights

Selecta role and assign UMC user groupsilocal users, device areas
and rights to this role.

1
[~] Super Admin Role 1
umcRole I

2. Modify the rights of the newly created role if necessary.
3. Click the "Save" button.

Inherit from parent role

B8 SINECNMS X+ v - @
« c @ happCont |/#/system-a ration/role-association IR S
# appr M Gmsil B VouTube B Mapr D

SIEMENS SINEC NMS

Control - CONTROL @ Help A Notifications Superadmin v

A Hom @ Network monitering v @ Networkadministration (o] o fing v B8 System administration

Hame » System administration

Roles UMC user groups / local users (1) Device areas Rights

Salect a role and assign UMC user groupsilocal users, device areas
and rights to this role.

inherit from parent role

Control
Super Admin Rale
Control
umcRole

Home edit -

Netwark monitoring
Operations view .
Devices -
Reports | edit - ‘

Netwark administration
Policy Contral Center [ operate ~]

3

Firmware management N | edit - ‘
Communication management | operate - ‘

System monitoring
System alarms | edit v ‘
Jobs [ view v]

You can adapt the role structure in role —

iy Roles »
manzgement \ {

The rights are assigned to the role.

SINEC NMS with UMC
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2 Engineering

Assign device areas to the role

1. Select the role you wish to edit, then click "Inherit from parent role" in the "Device areas" tab
to assign the desire device areas to the role.

2. Tick the checkbox associated with the device area.
A role may be assigned all device areas of the parent role or fewer device areas.

3. Click the "Save" button.

SIEMENS SINEC NMS
Control - CONTROL SuperAdmin v
A Home @ Network monitoring @ Network administration @ system moritoring « & system administration A

Home » System administration » Role assignments

N

Roles UMC user groups / local users (1) Device areas Rights

Select a role and assign UMC user groupsilocal users, device areas

and rights to this role.

Device areas Inherit from parent role Device conditions

[ =] super Admin Role I <Al

umcRole I @2
\j Operations
E
S AN

You can adapt the role structure in role
management.

The device areas are assigned to the role.

SINEC NMS with UMC
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2 Engineering

234 UMC settings

If the UMC ring server is not installed on the SINEC NMS Control PC, you must specify which
address and port SINEC NMS can reach UMC at. By default, the settings are preset when
installing SINEC NMS for UMC have been configured.

1. Open the menu "System administration > Control administration” in the Control.

2. Open the "UMC settings" page.
Because the UMC server is located elsewhere in the network, the following option is
enabled:

- "Use remote UMC server"

3. Enter the address parameters of the UMC server.
- IP address or device name
- Port

4. Click the "Save" button.

With this option, you must synchronize the certificates between the two systems (SINEC NMS
Note and UMC) yourself.

SIEMENS SINEC NI
Control - CONTROL A Notifications SuperAdmi|
A Home @ Network monitoring v n v @ Ssystem monitoring v System administration A
Home » System administration » Control administration » Operations

Operation parameter profiles
Control administration Editor Device areas

Svstem information User

X Roles
UMC settings » UMC settings
Role assignments

E-mail settings ) e
o sificate adminictration
UMC server settings
HSP update I Control administration I
Syslog settings 1
() Do not use a UMC server \j

System integrity
System backup settings O Uselocal UMC server

Path Port
Password policy

Protection against brute force attacks

Install the UMC web server trust chain in the certificate store of the operating system

Synchronize UMC web server certificate with Control

I (®) Use remote UMC server I

Path™ Port*

ServerUmcNms 8444

SINEC NMS with UMC
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2 Engineering

2.4

If the UMC server is installed on the same PC as the SINEC NMS Control, the following option
is enabled:

e "Use local UMC server"

The address of the UMC server will be displayed. The default port is 8444.

During the installation of SINEC NMS with the "UMC" option, the SINEC NMS EE certificates for
UMC are stored in the certificate manager of the Control.

If the option "Install the UMC web server trust chain in the certificate store of the operating
system" is enabled, the SINEC NMS EE certificate for UMC communication and the Microsoft
Internet Information Server will be stored in the certificate store of the operating system.

If the "Synchronize UMC web server certificate with Control" option is enabled, the UMC server
certificate will be automatically synchronized with the Control. This is recommended in case you
are refreshing a certificate.

Function test

Once you have adjusted the settings in UMC and SINEC NMS and you have set up the
corresponding groups, you can log in to SINEC NMS with the UMC users.

Follow the instructions below to log in with a UMC user to the Web Based Management of the
SINEC NMS Control:

1. Open the Web Based Management of the SINEC NMS Control and select "UMC login" as a
login method.

2. Enter the login credentials of a user who is a member of the UMC group you created. In this
application example, the UMC user "Bob" is a member of the UMC group.

3. Click the "Sign In" button.

= O X
my SINEC NMS ® + M

<« C & localhost/sinecnmsWebappControl/Ul/#/login o B 12 w &
£ oApps M Gmail BB YouTube EF Maps Leseliste

1

G

UMC login Local login
SIEMENS
Iingesmaity for Ui

2
¢ ’ ......... |
Change Password

Change language N

Use your current Windows session to
Login

SINEC NMS
= Q)

© 2021 Siemens AG. All rights reserved,
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2 Engineering

At the initial UMC login to the SINEC NMS WBM, you will enter the login credentials of the
Note UMC administrator.

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022
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3 Useful information

3 Useful information

3.1 Trusting the SINEC NMS Root Certification Authority

Trust the SINEC NMS Root Certification Authority.

1. Open the SINEC NMS Control in a web browser (https://<IP address> or <Host hame>).

2. Click on the security warning in the address bar of the web browser and select the
certificate.

3. Inthe "Certificate" dialog, open the "Certification Path" tab.
4. Select the Root CA certificate (SINEC NMS Control Root CA <Year>).
5. Click "View Certificate".

BN Certificate 5 @ ); X
General Details Certification Path 22—

Certification path

|| [SR]sINEC NS Control Root CA 2022 A

®)
M View Certificate

Certificate status:
’Tﬁis CA Root certificate is not trusted because it is not in the Trusted Root
c

ertification Authorities store,

6. Open the "Details" tab.

7. Click the "Copy to File" button.
The "Certificate Export Wizard" will open.

SINEC NMS with UMC
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3 Useful information

aa Certificate X
General Details  Certification Path
6
Show: | <All=> @ v
Field Value 2
B Version V3
B Serial number 017f55026edf
D Signature algorithm sha256RS5A
BSignathe hash algorithm sha2s6
Blssuer SINEC NMS Control Root CA 2...
B\a‘alid fram Freitag, 4. Marz 2022 00;00:00
Dh‘alid to Daonnerstag, 4. M&rz 2032 00:...
[El g hiert STMEC MMS Cantral Bant C4 2 N

Edit Properties. .. Copy to File... y

5

8. In the "Certificate Export Wizard", select the format "DER encoded binary X.509 (.CER)" for
saving the certificate.

R X

& L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use: @ 3

8
S
I (®) DER. encoded binary %.509 (,CER) I

(0 Base-64 encoded ¥, 509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)

Incude all certificates in the certification path if possible

Personal Information Exchange - PKCS #£12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Cancel

For Google Chrome or Internet Explorer to have access to the Root CA of SINEC NMS, it must
be stored in the certificate store for "Trusted Root Certification Authorities" on the desired PC.
Proceed as follows for each individual PC.

SINEC NMS with UMC
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3 Useful information

1. Open the new file and click "Install certificate".
The "Certificate Import Wizard" will open.

R

General Details  Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

+ Al issuance policies
» All application polices

Issued to: SIMEC NMS Control Root CA 2022

Issued by: SIMNEC MMS Control Root CA 2022

Valid from 04.03.2022 to 04.03.2032

Install Certificate... | | Issuer Statement

2. Install the certificate on the local machine.

=¥ Certificate Import Wizard N

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(O Current User

5 (®) Local Machine

@ To continue, click Next.

[Gnoe | [ Concel

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022

25



© Siemens AG 2022 All rights reserved

3 Useful information

3. Select "Place all certificates in the following store" as the target location.
4. Click "Browse".
5. Select the "Trusted Root Certification Authorities" certificate store.

& L¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

I (®) Place all certificates in the following store I

Certificate store:

Trusted Root Certification Authorities I Browse. ..
4

Concel

6. Finish installing the certificate.

7. Close all web browser windows and reopen the Web Based Management of the SINEC
NMS Control.

SINEC NMS with UMC
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The connection to the Web Based Management of the SINEC NMS Control is secure.

Figure 3-1

s SINEC NS x  + Yoo o X

& > C & localhost/sinecnmsWebappControl/Ul/#/login o~ 2 W &

35 Apps M Gmail @B YouTube RB¥ Maps | Reading list
UMC login Local login

SIEMENS
| Ingesuity forlife

Welcome to SINEC NMS

@ @ @ @ 8 0 O0e 00
o oDooOao
@ B8 0 oooo
oooooOooo ]
oo oOooOooo .
oooO0 oODO0god SuperAdmin
ooooooooOooc
o O O0O000O 000
oooo OO OOOO0O0 tesrenienann| P

ooooo O000og
Forgot password?

OO00oooos
OO ooo

oooooo OO0 OO0
coooo0 OO0O0O
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soooo00 OO0OO o- -
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3 Useful information

3.2 Trusting a UMC certificate

If the UMC server and SINEC NMS are installed on different PCs in the network, it will also be
necessary to trust the UMC certificate. If the UMC certificate is not trusted, then the following
message will appear when logging on to UMC.

W — O X
g SINEC NMS X @ MNewTab X | +
&« &; @ localhost/sinecnmsWebappControl/Ul/#/login = I .
£ Apps ™ Gmail BB YouTube B® Maps Reading list
UMC login Local login
SIEMENS
fua.q.m..!yfwbife

Welcome to SINEC NMS

The connection to the UMC server could not be
established.

Possible reasons:

« UMC service not available

The operating system does not trust the UMC
certificate.
UMC IP addressihost name could not be

resolved.

Cookies are generally disabled in the web
SINEC NMS browser.

Third-party cookies are disabled in the web

i . browser,
© 2021 Siemens AG. All rights reserved.

Contact your system administrator.

1. Inaweb browser, open the UMC WBM (https://<IP address> or <Host name>:8444/umc).

2. Click on the security warning in the address bar of the web browser and select the
certificate.

3. Open the "Certification Path" tab in the "Certificates" dialog and check whether a root CA
certificate is present.

SINEC NMS with UMC
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@n Certificate

Certification path

ServerUmoims

[=

General Details] Certification Path ?’\?
—rF

Certificate status:

View Certificate

is CA Root certificate is not trusted because it is not in the Trusted Root
Certification Authorities store.

Open the "Details" tab in the "Certificate" dialog.

5. Click the "Copy to File" button.
The "Certificate Export Wizard" will open.

@n Certificate

General Certification Path

N

Field Value 2
B Version V3
B Serial number 017f55026edf
B Signature algorithm sha2SeRSA
DSignature hash algorithm sha256

Issuer SINEC NMS Control Root CA 2.,
B\a‘alid fram Freitag, 4. Marz 2022 00;00:00
D\a‘alid to Donnerstag, 4. M&rz 2032 00:...
[El g hiert STMEC MMS Cantral Bant C4 2 N

5

5
N\ .
Edit Properties. .. ~ Copy to File...

SINEC NMS with UMC
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6. Inthe "Certificate Export Wizard", select the format "DER encoded binary X.509 (.CER)" for
saving the certificate.

R X

& L Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats.

Select the format you want to use: @ B

| —0Q

I (®) DER encoded binary %.509 {.CER) I

(C) Base-64 encoded ¥, 509 (. CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7B)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Incude all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Cancel

SINEC NMS with UMC
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3 Useful information

For Google Chrome or Internet Explorer to have access to the certificate of UMC, it must be
stored in the certificate store for "Trusted Root Certification Authorities" on the desired PC.
Proceed as follows for each individual PC.

1. Open the new file and click "Install certificate".
The "Certificate Import Wizard" will open.

2. Install the certificate on the local machine.

«* Certificate Import Wizard \

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

(®) Local Machine

To continue, dick Next,

[Gnoe | [ Concel

3. Select "Place all certificates in the following store" as the target location.
4. Click "Browse".
5. Select the "Trusted Root Certification Authorities" certificate store.

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022
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3 Useful information

& L¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

e certificate,
() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:

| Trusted Root Certification Authorities Browse. .. 7

Cancel

6. Finish installing the certificate.

7. Close all web browser windows and reopen the Web Based Management of the SINEC
NMS Control.

The connection to the Web Based Management of UMC is secure.

Troubleshooting

If it is not possible to access the certificate on the UMC web page even though the certificate
was imported, perform the following troubleshooting steps.

The UMC server is reached via the PC name. If there is no DNS server or AD server and Net
BIOS is not possible, you must enter the PC name in the host file of the PC. The host file is
located in "C:\Windows\System32\drivers\etc".

SINEC NMS with UMC
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3.3 Importing groups from a Microsoft Active Directory (AD) into
UumMC

Requirement
The AD has been connected to UMC.

Note The base document describes how to link an AD to UMC.

Instructions

If a Microsoft Active Directory (AD) is linked to UMC, proceed according to the instructions
below to import groups from the AD. The advantage of these groups is that users are managed
centrally in the AD and not locally in UMC.

1. Sign in to the UMC WBM with the login credentials of the UMC administrator.
2. Click the "Menu" button (3 bars).

3. Open the "Groups" menu. This menu allows you to import domain groups.

4

Click the "Import Domain Groups" button.
The "Import Domain Groups" dialog will open.

SIEMENS m

A& Home

+ Add Group Details Import Domain Groups 4
& Users
t @ & System Users
‘ |

U Roles

MYCORP\Administrators MYCORP Administrators .
I Account Policies

@ |DP Configuration

MYCORPIDomain Admins MYCORP Domain Admins # Edi

£ Event Log
MYCORP\Engineers MYCORP Engineers & Edi & User profile
MYCORPISrcAdmin MYCORP SrcAdmin 7 Edil_ Logout
MYCORP\SRCUMC MYCORP SRCUMC # Edit X Delete
SINEC_NMS_Admin_Group umMc Sinecnms_Default_Group # Edit X Delete
SrcAdmin uUMC Group for SINEMA RC # Edit » Delets

SINEC NMS with UMC
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Select the domain of the AD.

6. To add a domain group that is not known to UMC, enter three letters from the name of that
group's name. If the identity is known, enter the display name.

7. Click on "Search".
The desired domain group will be displayed.

8. Click the "Import" button.
1!

To add a Windows group that is not currently known to UMC, type three letters of its name. If the identity is known, just type the display
name. Then click on Search.

Group| SINEC_NMS_Admin_group Search -
4
SINEC_NMS_Admin_Group % \A-\g

Filter your search by domain. | MYCORP v

Cancel Import

SINEC NMS with UMC
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Result

The desired domain group is imported into UMC.
Figure 3-2

SIEMENS

Eroups - Administrator

+ Add Group Details Import Domain Groups

| L I |- K4

MYCORP\Administrators MYCORP Administrators # Edit X Delete
MYCORPIDomain Admins MYCORP Domain Admins # Edit X Delete
MYCORP\Engineers MYCORP Engineers # Edit X Delete
MYCORPISINEC_NMS_aAdmin_Group MYCORP SINEC_NMS_Admin_Group # Edit X Delete
MYCORP\SrcAdmin MYCORP SrcAdmin # Edit X Delete
MYCORPISRCUMC MYCORP SRCUMC # Edit X Delete
SINEC_NMS_Admin_Group UMC Sinecnms_Default_Group # Edit X Delete
SrcAdmin umMC Group for SINEMA RC # Edit X Delete

The "Members" tab of the group's detail view displays all users assigned to the domain group in
the AD.

Figure 3-3
MYCORPISINEC_NMS_Admin_Group - Windows Group

| A | 7]

MYCORPUohn.Doe John Doe

2

4 4 1 [3 » 1-10f 1items
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The imported domain groups can then be created in SINEC NMS and assigned to a role.

Figure 3-4
SIEMENS
Control - CONTROL
A Home o Network monitoring o Network administration @ System monitoring System administration

Home w» System administration » User » UMC user groups

UMC user groups (2) Local users (1)
@ Add UMC user group Edit Delete
Name * Comment &
T
MYCORPASINEC_NMS_Admin_Group
SINEC_NMS_Admin_Group Default Administrator UMC Group of SINEC NMS
Figure 3-5
SIEMENS
Control - CONTROL
A Home e Network monitoring  « o Network administration s @ Systern monitoring s System administration
Home » System administration » Role assignments
Roles UMC user groups / local users (3) Device areas Rights

Select a role and assign UMC user groupsllocal users, device areas
and rights to this role.

I Super Admin Role UMC user groups / local users &

1 SuperAdmin

AL SINEC_NMS_Admin_Group

AL MYCORPISINEC_NMS_Admin_Group

The domain user "MYCORP\John.Doe", assigned to the domain group
"MYCORP\SINEC_NMS_Admin_Group", can sign in as a UMC user to the WBM of SINEC
NMS.

SINEC NMS with UMC
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Figure 3-6
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UMC login Local login

Welcome to SINEC NMS

[ MYCORPUohn.Doe }

[ |

(Change Password

[ Change language v}

Use your current Windows session to

Login

Sign In
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34 Adding SINEC NMS to the UMC whitelist

If you receive the following error message when signing in to the SINEC NMS WBM, SINEC
NMS has not yet been added to the UMC whitelist.

Figure 3-7
UMC login Local login
SIEMENS

Tingemaity for life
Welcome to SINEC NMS

English US v

Use your current Windows session to
Login

EC NMS The validation of the parameter 'sarvice' failed.

© 2021 Siemens AG. All rights reserved. )
Sign In

Proceed according to the instructions below to add SINEC NMS to the UMC whitelist.

Note If the first login is made with the UMC administrator, then the hostname will be automatically
added to the UMC whitelist.

1. Runthe "Command Prompt" as an administrator on the UMC ring server.

Best match

g Command Promnt

Desktop app | Run as administrator |
'

Run as a different use,
Open file location
Pin to Start

Pin to taskbar

ij 0 = g
cmd/v

l SINEC NMS l 2022-03

SINEC NMS with UMC
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2. Change the directory using the following command:
cd C:\Program Files\Siemens\UserManagement\BIN

3. With the following command you get all whitelist entries:
umconf -1 -w

EE Administrator: Command Prompt

ersion

dministrato shZuserma ementibin

conf -1 -w
domains:
https ice
https

4. The entry "https://<hostname>/sinecnmsWebappControl" is required to log in with SINEC

NMS.

5. You can add the PC name of the SINEC NMS Control to the UMC whitelist with the

following command.

umconf -c -w -d https://<Hostname>/sinecnmsWebappControl

BN Administrator: Command Prompt

dP appli

ion pool.

6. Restart the UMC service on the PC that is acting as the identity verification location for

SINEC NMS.

Services

File Action View Help

UMC Core Service.

The entry has been successfully added to the UMC whitelist.

SINEC NMS with UMC
Article ID: 109780337, V2.0, 04/2022

£ Update Orchestrator Service fol Start UsaSve

£J.UPnP Device Host Stop Allows UPnP devices to be hosted o...
L UPService Pause Simatic User Provisioning Service.
ChUser Access Logging Service Resume This service Iogs unique client acces...
Gl User Data Access_5a363 C— Provides apps access to structured u...
£} User Data Storage_5a363 @) storage of structured user d..
Ll User Experience Virtualization S All Tasks Tdes support for application and...
GhUser Manager et Manager provides the runtime ...
£J User Profile Service {service is responsible for loadin...
£} Virtual Disk Properties Brovides management services for d...
Gh-VMware Alias Manager and Tic Help Alias Manager and Ticket Service

G VMware Snapshot Provider VMware Snapshot Provider

. VMware SVGA Helper Service Helps VMware SVGA driver by collec...
Gl VMware Tools Provides support for synchronizing ...
ChVolume Shadow Copy Manages and implements Volume S...
£1W3C Logging Service Provides W3C logging for Internet In...

Running

Running
Running

Running
Running

Running

Running
Running

= |HEBLzHE > o np
Services (Local) Services (Local)
UMCService Name Description Status Startup Type
Gl Themes Provides user experience theme ma...  Running  Automatic
Stop the service &), Tile Data model server Tile Server for tile updates. Running  Automatic
Pause the service
Bestart the service & Time Broker Coordinates execution of backgroun... Running  Manual (Trigger Start)
G Touch Keyboard and Handwriting Panel Service Enables Touch Keyboard and Hand... Manual (Trigger Start)
o £ Trend Micro Cloud Endpoeint Telemetry Service Collects and sends telemetry dataa...  Running  Autematic
U::é"g;'f:geme. &3, Trend Mic { Basecamp Facilitates communication with Tren... Running  Automatic
Gl Trend Mi ved Change Prevention Service Manages the Trend Micro unauthori.. Running  Manual
Lk Trend Mi ce Communicator Facilitates communication between .. Running  Automatic
MC s cation Running  Automatic

Automatic

Manual
Manual

Automatic

Automatic (Delayed Start)
Manual

Manual

Disabled

Automatic (Trigger Start)
Automatic

Manual

Automatic

Manual

Automatic

Automatic

Manual

Manual
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3.5 Allowing third-party cookies

Third-party cookies must be allowed in the web browser to log in with a UMC user to the WBM

of the SINEC NMS Control.

Check the web browser settings to make sure that third-party cookies are not blocked.

Settings in Microsoft Edge

Figure 3-8
[ 83 Settings
é

x  +

G @ Edge | edge:/settings/content/cockies

Settings

Q

WSO0DO00 DR ES IR HDDE

SINEC NMS with UMC
Article ID: 109780337,

Search settings

Profiles

Privacy. search, and services
Appearance

Start, home, and new tabs
Share, copy and paste
Cookies and site permissions
Default browser
Downloads

Family safety

Languages

Printers

System

Reset settings

Phone and other devices
Accessibility

About Microsoft Edge

V2.0, 04/2022

(5] Your browser is managed by your organization

Cookies and data stored / Cookies and site data

Allow sites to save and read cookie data (recommended)

Block third-party cookies .:
When on, sites can't use cookies that track you across the web, Features on some sites may break
Preload pages for faster browsing and searching
Uses cookies to remember your preferences, even if you dor't visit those pages
See all cookies and site data >
Block Add
You've prevented the following sites from saving and reading cookies on your device.
Mo sites added
Add

vent these cookies from b leared on exit, go to Clear browsing data on

Neo sites added
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Settings in Google Chrome
Figure 3-9

s SINEC NMS X f¥ Settings - Cookies and othersit= X = =
&« C & Chrome | chrome://settings/cockies
€ Settings 5 Gmmiezim
2 Youand Google 4 Cookies and other site data (@ Q Search

Autofill

Security and Privacy

® & O

Appearance

Q,  Search engine
0J °
EN  Default browser ‘
() Onstartup
General settings
Advanced -

@  Allow all cockies ~
@ Languages
Sites can use cookies to improve your browsing experience, for example, to keep you signed in or
to remember items in your shopping cart

@

|4

Downloads

Sites can use cookies to see your browsing activity across different sites, for example, to
personalize ads

-]

T Accessibility

9, System

(Q  Block third-party cookies in Incognito v
£ Resetand clean up

QO  Block third-party cookies v
M  Extensions (] (O  Block all cockies (not recommended) v
ﬁ About Chrome Clear cookies and site data when you close all windows
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3.6

Result

Using the current Windows session for the login

Perform the following steps to use the current Windows session for the UMC login:

1. Inthe Windows "Control Panel", open the "Internet options" menu in the "Network and

You can now use the current Windows session to sign in to UMC or SINEC NMS.

Internet" category.
The "Internet Properties” dialog will open.

Open the "Security" tab.
Select "Local intranet" for the security zone.

Click the "Sites" button and add the UMC web page and the SINEC NMS web page to the

selected security zone.
Click "OK" to apply the settings.
Figure 3-10

€ Internet Properties ? .

General Content Connections Programs Advanced

Select a zone to \rleh%nge security settings.

o ¢ O
3
Internet Ttes Restricted
sites
Local intranet

. Site
L! This zone is for all websites that are == 4
found an your intranet. \j

security level for this zone

e
B
5
=3
o
=
m
-

Allowed levels for this zone: All

Medium-low
- Appropriate for websites an your local netwark
(intranet)
m - Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

Cancel Apply
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4 Appendix

4

4.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire service and support
know-how and portfolio.

The Industry Online Support is the central address for information about our products, solutions
and services.

Product information, manuals, downloads, FAQs, application examples and videos — all
information is accessible with just a few mouse clicks:

support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding
all technical queries with numerous tailor-made offers
— ranging from basic support to individual support contracts.

Please send queries to Technical Support via Web form:
support.industry.siemens.com/cs/my/src

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical
experience, innovative learning methods and a concept that’s tailored to the customer’s specific
needs.

For more information on our offered trainings and courses, as well as their locations and dates,
refer to our web page:

siemens.com/sitrain

Service offer

Our range of services includes the following:

e Plant data services

e Spare parts services

¢ Repair services

e On-site and maintenance services

e Retrofitting and modernization services

e Service programs and contracts

You can find detailed information on our range of services in the service catalog web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry Online Support"
app. The app is available for iOS and Android:

support.industry.siemens.com/cs/ww/en/sc/2067

SINEC NMS with UMC
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4 Appendix

4.2 Industry Mall

SIEMENS

4 § A o e

The Siemens Industry Mall is the platform on which the entire siemens Industry product portfolio
is accessible. From the selection of products to the order and the delivery tracking, the Industry
Mall enables the complete purchasing processing — directly and independently of time and

location:

mall.industry.siemens.com

4.3 Links and literature

Table 4-1

No.

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to the article page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109780337

4.4 Change documentation
Table 4-2
Version Date Change
V1.0 02/2021 First edition
V2.0 04/2022 Complete revision
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