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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several components in
the form of text, graphics and/or software modules. The application examples are a free service by Siemens AG
and/or a subsidiary of Siemens AG ("Siemens"). They are non-binding and make no claim to completeness or
functionality regarding configuration and equipment. The application examples merely offer help with typical
tasks; they do not constitute customer-specific solutions. You yourself are responsible for the proper and safe
operation of the products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application
examples used by technically trained personnel. Any change to the application examples is your responsibility.
Sharing the application examples with third parties or copying the application examples or excerpts thereof is
permitted only in combination with your own products. The application examples are not required to undergo the
customary tests and quality inspections of a chargeable product; they may have functional and performance
defects as well as errors. It is your responsibility to use them in such a manner that any malfunctions that may
occur do not result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for
the usability, availability, completeness and freedom from defects of the application examples as well as for
related information, configuration and performance data and any damage caused thereby. This shall not apply in
cases of mandatory liability, for example under the German Product Liability Act, or in cases of intent, gross
negligence, or culpable loss of life, bodily injury or damage to health, non-compliance with a guarantee,
fraudulent non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for damages
arising from a breach of material contractual obligations shall however be limited to the foreseeable damage
typical of the type of agreement, unless liability arises from intent or gross negligence or is based on loss of life,
bodily injury or damage to health. The foregoing provisions do not imply any change in the burden of proof to
your detriment. You shall indemnify Siemens against existing or future claims of third parties in this connection
except where Siemens is mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond
the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without notice. In case of
discrepancies between the suggestions in the application examples and other Siemens publications such as
catalogs, the content of the other documentation shall have precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure operation of
plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement —
and continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and
solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks.
Such systems, machines and components should only be connected to an enterprise network or the Internet if
and to the extent such a connection is necessary and only when appropriate security measures (e.g. firewalls
and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly
recommends that product updates are applied as soon as they are available and that the latest product versions
are used. Use of product versions that are no longer supported, and failure to apply the latest updates may
increase customer’s exposure to cyber threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed at:
https://www.siemens.com/industrialsecurity.
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1 Introduction

1

11

Industry 4.0

Introduction

Overview

The Internet serves as an enormous accelerator of business processes and has revolutionized
business operations around the world. The resulting change in the manufacturing industry is
also referred to as Industry 4.0.

Industry 4.0 affects all aspects of the industrial value chain, with industrial communication and
security being the important aspects we will consider here.

Industrial security

Measures

In the face of digitization and the increasing networking of machinery and equipment, data
security must always be taken into account. The use of industrial security solutions precisely
tailored to the needs of industry is therefore of fundamental importance — and should be
inseparably linked with industrial communication.

This includes the following points:
e Use of robust products with security features and security services
e Use of concepts such as "Defense in Depth" and a holistic security concept

The measures for safe operation in a digital enterprise are:
¢ Encryption and monitoring of communication

e Access control for industrial components and networks
e Protection of transfer and saving of data

¢ Authentication of devices and users

The virtual private network (VPN) as a solution

To ensure secure operation in a digital enterprise, data transmission can be encrypted using a
VPN to protect against data espionage and tampering. The communication partners are
securely authenticated.

SINEMA Remote Connect — the management platform for remote networks — provides support
in this area. SINEMA Remote Connect is a server application that allows for easy management
of VPN connections between the control center, service technicians and the installed machines
or plants.

Implementation in practice

This application example will show you how to set up secure remote access to SINEMA Remote
Connect Server and underlying devices for a service employee so that he or she can perform
maintenance, control and diagnostics tasks.

The service employee in this example will use a mobile end device running Android.

The automation network is protected by a SCALANCE SC-600 security appliance.

SINEMA Remote Connect is used for secure and central management of the tunnel
connections.

Security: RC_Android
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1.2 Principle of operation

Schematic representation
The Figure below shows a schematic view of the application example.
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Description

The internal network of a SCALANCE SC-600 security appliance is connected with an
automation cell consisting of nodes such as SIMATIC Station, a panel, drives and PCs. The
service technician uses a mobile end device.

The service technician and the automation cell communicate via the
SINEMA Remote Connect server located in the control center. Remote access is secured with
two VPN tunnels:

e VPN tunnel 1: Client access from the mobile end device (tablet/smartphone) to the
SINEMA Remote Connect server is established via the "OpenVPN Connect" app, a VPN
client software application.

e VPN tunnel 2: Automation cell client access runs via the SCALANCE SC-600 security
appliance.

Depending on the configured communication relationships and the security settings, the
SINEMA Remote Connect server will route between the separate VPN tunnels.

Access to the SINEMA Remote Connect server (VPN server) is defined with a static WAN IP
address.

Access paths on the part of the two clients are flexible; the external IP addresses of the routers
are not relevant.

The role distribution when establishing the VPN tunnel is defined as follows:

Component VPN role
Mobile end device Initiator (VPN client 2); starts the VPN connection
SCALANCE SC Initiator (VPN client 1); starts the VPN connection
SINEMA Remote Responder (VPN server); waits for the VPN connections
Connect Server

In place of the SCALANCE SC-600 industrial security appliance, you can also use a
Note SCALANCE S615 or a SCALANCE M industrial router.

SINEMA Remote Connect

SINEMA Remote Connect is a server application and offers integrated connection management
of distributed networks via the Internet. This also includes secure remote access to subordinate

Security: RC_Android
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networks for maintenance, control and diagnostic purposes. SINEMA Remote Connect
comprises the following components:

¢ SINEMA Remote Connect server

e Users (such as service employees) with the "SINEMA RC-client" software or an OpenVPN
connection

e Devices that support a connection to the SINEMA Remote Connect server (e.g.
SCALANCE SC-600)

The connection setup for secure remote access is very simple.

The service technician and the machine undergoing maintenance separately establish an
OpenVPN connection to the SINEMA Remote Connect server. There, the identity of the
participants is determined by certificate exchange. Only then is the remote access to the
machine available. The administration of all licenses and the software for the connected clients
is done centrally.

The connection to SINEMA Remote Connect can be established using cellular phone networks,
DSL, or existing private network infrastructure.

The SINEMA Remote Connect server is configured using Web Based Management (WBM).

SCALANCE security appliance

The industrial security appliances and industrial routers support the industrial security concept
of "defense in depth". They secure automation networks and seamlessly connect to the security
structures of the office and IT world.

The security components protect devices and networks in discrete manufacturing and the
process industry and help to set up a flexible security zone concept.

The functions they provide include the following:

e High-quality stateful inspection firewall with filtering of IP-based data traffic

e Global and dynamic firewall rules

¢ Management of multiple IPsec VPN connections simultaneously

e NAT/NAPT for communication with serial machines with identical IP addresses

e Secure remote access via SINEMA Remote Connect with autoconfiguration interface
¢ Digital input for local activation of secure remote access

e Redundant power supply

e Simple device replacement with C-PLUG removable storage device for automatic backup of
configuration data

Security: RC_Android
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Advantages of the solution

This solution has the following advantages:

User administration and connection management via a central server application
Secure and easy access to facilities from anywhere in the world

Simple configuration of the SCALANCE SC-600 security appliance thanks to an
autoconfiguration interface

Controlled and encrypted data exchange between users, far-flung facilities and machinery
Verification of end devices using a CA certificate or fingerprint

Low investment and operating costs for operator control and monitoring of remotely
connected substations

High security for machines and systems by implementing the cell security concept

Easy integration into existing networks and protection of devices without their own security
functions

Security: RC_Android
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1.3 Components used

Software packages

This solution is based on a SINEMA Remote Connect appliance. It requires SINEMA Remote
Connect Server for the software.

Install this software on a PC without an operating system. Note the installation requirements.
You must enter the IP address of the server during the installation. Use the IP address from
Table 2-1 for this.

The tablet requires the "OpenVPN Connect" app. Download this free app from the Play Store
and install it on your tablet.

The SINEMA Remote Connect Server installation contains its own operating system. If
CAUTION you use a PC that already has an operating system installed, the hard disk will be
formatted and all stored data will be lost.

© Siemens AG 2022 All rights reserved

Required devices/components:
Use the following components for the setup:

Table 1-1
Hardware component Locus of use Note
PC with the "SINEMA Remote Connect VPN server SINEMA Remote Connect Server
Server" software firmware <V3.0.
In this example: Firmware V3.0
DSL access and a DSL router VPN server Static WAN IP address required
SCALANCE SC-600 security appliance with VPN client 1 In this example:
current firmware SCALANCE SC646-2C with
firmware V2.3
DSL access and a DSL router VPN client 1 Dynamic WAN IP address
24V power supply with cable connector and | VPN client 1 For the SCALANCE SC
terminal block plug
Tablet with the "Android" operating system VPN client 2 In this example:
and the "OpenVPN Connect" app e Android version 15.5
e "OpenVPN Connect" app
version 3.2.3
DSL access and a DSL router with WLAN VPN client 2 Dynamic WAN IP address
functionality
A configuration PC with a web browser and a | All
text editor, for example Notepad++
Required network cables, TP cables (twisted | All
pair) complying with the |IE FC RJ45
standard for Industrial Ethernet

You can also use a different internet access method (e.g. UMTS) and, rather than a

SCALANCE SC-600, a SCALANCE M-800 or a SCALANCE S615 (each including "SINEMA
Note RC" KEY-Plug) with the latest firmware.

The configuration described below refers explicitly to the components mentioned in the

section "Required devices/components".

Security: RC_Android
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Setting up the environment

2 Engineering
2.1
211 IP address overview

The assignment of the IP addresses is defined as follows:

Automation
- VPN client 1 cell
Dynamic —
WAN IP l I |
VPN server E i
iN=EE= = 0 =
H f=nl==nl—=__||= 2
plloci=ms= == WAN
= mlt 1\
172.16.0.1 a;it,'\f i
Dynamic =
[ VPN tunnel WANIE I: . | 192.168.178.28 |
M industrial Ethernet b | J
Table 2-1
Component Port IP address Router Subnet mask
SINEMA Remote Connect LAN port 172.16.1.60 172.16.0.1 255.255.0.0
server (VPN server)
Router on the SINEMA Remote LAN port 172.16.0.1 - 255.255.0.0
Connect server WAN port Static IP - Assigned by the
address of the provider
provider
SCALANCE SC646-2C Zone EXT; vlan2 192.168.1.2 192.168.1.1 255.255.255.0
(VPN client 1) LAN port: P5 or P6
Zone INT; vlanl 192.168.2.1 - 255.255.255.0
LAN port: P1 to P4
Router on the SCALANCE SC WAN port Dynamic IP - Assigned by the
address of the provider
provider
LAN port 192.168.1.1 - 255.255.255.0
Tablet (VPN client 2) WLAN 192.168.178.26 | 192.168.178.1 | 255.255.255.0
WLAN router on the tablet WAN port Dynamic IP - Assigned by the
address of the provider
provider
LAN port 192.168.178.1 - 255.255.255.0
Configuration PC LAN port 172.16.1.100 - 255.255.0.0
(not included in the graphic) 192.168.2.100 255.255.255.0

In every device that is located in the internal network of the SCALANCE device, you must

Note

as the default router.

Security: RC_Android
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2 Engineering

21.2 Composition of the infrastructure

Connect all participating components of this solution.

Table 2-2
Component Local port Partners Partner port
SINEMA Remote Connect LAN port Router on the VPN server LAN port
Server
Tablet WLAN interface Router on the tablet WLAN interface
SCALANCE SC646-2C Zone EXT; vlan2 Router on the SCALANCE LAN port
LAN port: P5 or P6
Zone INT; vlanl Automation cell
LAN port: P1 to P4
2.2 Preparing the devices
221 Router
VPN
If VPN connections have been configured on your router and activated, terminate them.
LAN port

On the LAN port, use a static IP address in accordance with Table 2-1.

WLAN router on the tablet
Set up the WLAN (Wi-Fi) on the WLAN router.

Static IP address on the SINEMA Remote Connect server's router

The SCALANCE device (VPN client 1) and the tablet (VPN client 2) gain WAN access to the
SINEMA Remote Connect server (VPN server) via a fixed public IP address. You must apply for
it with the provider and then enter it in the DSL router.

Port forwarding on the SINEMA Remote Connect server's router

In order for the tunnel packages to pass freely between the tablet, SCALANCE device and the
SINEMA Remote Connect server, make sure that port forwarding for "OpenVPN" and "https" is
enabled with TCP and UDP, and that the packets can be routed to the SINEMA Remote
Connect server. Port forwarding pertains to the following port numbers:

Table 2-3
Protocol Port
number
TCP 443
UDP 1194
TCP 5443
TCP 6220

Security: RC_Android
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You can modify the port numbers in SINEMA Remote Connect Server. The port numbers
above are only correct if you leave the preset values.

OpenVPN uses exclusively either UDP or TCP.

UDP should be preferred (wherever possible )since it is faster and exhibits better

Note
performance.
See also the FAQ "Settings of the ports for secure VPN connections with SINEMA Remote
Connect" (see \3\ in chapter 4.3).
222 SINEMA Remote Connect Server

The SINEMA Remote Connect server is configured using Web Based Management (WBM).

Preparation
The SINEMA Remote Connect server is set up via WBM on the configuration PC. To access the
WBM, the following requirements must be met:

¢ You will need an Ethernet connection between the configuration PC and the SINEMA
Remote Connect server.

e The configuration PC has an IP address in the network of the SINEMA Remote Connect
server, for example 172.16.1.100/16.

Open the WBM
Proceed as follows to open the WBM:

1. Use the configuration PC to connect to the web interface of the SINEMA Remote Connect
server. The IP address was set during installation.

2. Open the WBM, for example with the address "https://172.16.1.60".

If you use a different port as the default HTTPS port 443, then enter the port number together
with the IP address. You must enter the colon ":" separator between the IP address and the

Note port number, for example: "https://172.16.1.60:6443".

The port for access to the web server can be set in the "System > Network > Web Server
Settings" tab.

Security: RC_Android
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Sign in to the WBM (without a prior fresh installation)

To sign in to the SINEMA Remote Connect server after a fresh install, see the section "Sign in
Note after a fresh installation”.

Proceed as follows to log in to the WBM:

1. Enter your name and password in the corresponding input fields.
Local UMC

User name:  User .

Password: eesesecscss “\j
Log on
| | PKI Login
Local UMC

User name:  User

Password: eesssssces

Log on

) | | PKl Login
2. Click "Log on". 4

Result
The start page appears.

Security: RC_Android
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Sign in after a fresh installation
Proceed as follows to log in to the WBM after a fresh installation:

1. After the fresh installation, enter "admin" as the username and password, then click "Log
on

Welcome to SINEMA Remote Connect

Local UMC

User name:  admin ‘} ’

Password: eeees

ﬁ-

| | PKILogin

The WBM "Change Password" page will open.

2. Set the user name and the password for the administrator. This newly created user will
automatically be assigned the role of "Administrator".
Click the "Save" button.

[AT))
User name:  User =9
AT))
* Current password:  seeessssss [ ~—=0O
)]
* New password: |eeeeecccce )/"
' Al
=9

* Confirm password: | eeeeccccece

Result

After saving, you will be automatically logged on with the newly created administrator. The
"admin" user is no longer available. The start page appears. From now on, log on with the new
username and password.

Security: RC_Android
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Set the time

To establish secure communication, it is essential that the current time and date are always set
on the SINEMA Remote Connect server. Otherwise the certificates used will be interpreted as
invalid and secure VPN communication is not possible.

To synchronize the time automatically using the NTP protocol, proceed as follows:
1. Inthe navigation bar, navigate to "System > Date & Time".

System A
Overview
Logfile
Network

VPN Address Spaces

Date & Time

The time setting window will open and you will be in the "Manual" tab.

2. To automatically synchronize the system time with an NTP time server, switch to the "NTP"

tab.
System o
Manual NTP
Overview
Logfile System time:  06/20/2022 3:43 p.m.

- (= ]

VPN Address Spaces

Date & Time

3. Tick the "Activate" box.
Enter the IP address or the hostname of the primary NTP server.
Optionally enter the IP address or the hostname of the secondary NTP server.

Manual NTP

Activate

System time:

Last Synchronization Time:
Time zone:

Primary NTP server:

Secondary NTP server:

Security: RC_Android
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4. Click "Save" to save the settings.
Manual NTP

Activate
System time:  06/20/2022 3:41 p.m.
Last Synchronization Time:  Not synchronized
Time zone:  +01:00

Primary NTP server:  172.16.43.198

The time is now set. The date and time appear in the "System time" field.

Secondary NTP server:

Security: RC_Android
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Configure the WAN interface

To access the SINEMA Remote Connect server from the internet, you will need a WAN
address. This could be the WAN IPv4 address of a DSL router that the SINEMA RC server uses
to connect to the internet.

If the SINEMA Remote Connect server only needs to be reachable in the local network, then

Note you do not need to configure the WAN interface.

Proceed as follows to modify the WAN IPv4 address:

1. Click on "System > Network" in the navigation area.

System A
Overview
Logfile
Network
VPN Address Spaces
Date & Time
SMS & E-mail
Licenses
Update

Backup & Restore

Power Management

Settings
Remote Connections NG
User Accounts G

2. Open the "Interfaces" tab. In the "Interface" dropdown list, select "WAN".

Interfaces DNS Web Server Settings Ping Static Routes

(

@ If you change the following settings, existing connections to devices / users can be
terminated and the Web server is temporarily unreachable!

Activate
2
Interface = =

MAC address:  00:50:56:b9:66:7e

MTU 1460
Use DHCP: O
IP address 172.16.1.60
Network mask 255.255.0.0

Default gateway 172.16.0.1

Security: RC_Android
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3. To enter the required external WAN IPv4 address for the router, tick the checkbox for
"SINEMA RC is located behind a NAT device with a fixed IP address.".
Enter the WAN IPv4 address of the router in the "WAN IP address" field.

Interfaces DNS Web Server Settings Ping Static Routes

A If you change the following settings, existing connections to devices / users can be
terminated and the Web server is temporarily unreachable!

Activate the interface

Interface
MAC address:  00:50:56:b9:66:7e
MTU: 1460
Use DHCP: O

IP address 172.16.1.60

Netwo, @ 255.255.0.0
Default ' 172.16.0.1
SINEMA Remote Connect is located behind a NAT device with a fixed IP address.

WAN IP address WAN IPv4 address
2

4. Save the settings with "Save".
SINEMA Remote Connect is located behind a NAT device with a fixed IP address.

WAN IP address: WAN IPv4 address

Activate IPv6: O
Use SLAAC for IPvé:
IPv6 Address:
Link-local IPv6 address:

Subnet prefix length:

Default gateway:

To access the SINEMA Remote Connect server from the internet, you also have the following

options besides a WAN IPv4 address:
Note
e |IPv6 address

¢ Hostname

Security: RC_Android
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2.2.3 SCALANCE SC-600 security appliance

Factory setting

To ensure that there are no old configurations or certificates stored in the SCALANCE device,
reset the appliance to its factory settings.

You will find instructions in the module manual (see chapter 4.3).

Preparation

The SCALANCE device is set up using the configuration PC and the WBM. To access the
WBM, the following requirements must be met:

¢ You will need an Ethernet connection between the configuration PC and the SCALANCE
device (Zone INT; LAN port: P1 to P4).

e The configuration PC has an IP address in the network of the SCALANCE device, for
example 192.168.2.100/24.

Assign the IP address

To open the WBM or to download the configuration to the module via TIA Portal, the
SCALANCE device needs an IP address. The initial assignment of an IP address for the device
cannot be done with the WBM because this configuration tool itself requires an IP address. You
have the following options for assigning the associated IP address to the unconfigured device
(see Table 2-1):

e SINEC PNI

To assign the device an IP address with SINEC PNI, the device must be available over
Ethernet. You can download SINEC PNI for free from the Siemens Industry Online Support

pages (see chapter 4.3).
e Command Line Interface (CLI)
o TIA Portal and the "Accessible Devices..." function
Assign the SCALANCE device the associated IP address for the internal network.

Security: RC_Android
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Open the WBM
Proceed as follows to open the WBM of the SCALANCE device:

1. Inthe address bar of the internet browser, enter the internal IP address of the SCALANCE
device (see Table 2-1) ("https://192.168.2.1").
A message about the security certificate will appear.

2. Acknowledge this message and continue loading the page.
The WBM login page appears.

3. If you are signing in for the first time or after a "Restore Factory Defaults and Restart", the
login credentials are set as follows:

- "Name" field: "admin"

- "Password" field: "admin"

Enter the name and the password in the corresponding fields.
Click the "Login" button or confirm with the Enter key.

Name: admin

Password: sesss .
Login
Switch to firewall login

For information about browser compatibility please refer to the manual
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4. If you are signing in for the first time or after a "Restore Factory Defaults and Restart", you
will be prompted to change the password.
Enter the current password in the "Current User Password" field.
The new password must meet the following password requirements:

- Password length: a minimum of 8 characters, a maximum of 128 characters
- Atleast 1 uppercase letter

- Atleast 1 special character (special characters § and 3 are not allowed)

- Atleast 1 number

Set the new password in the "New Password" field. Repeat your password to confirm. Both
passwords must match.

Click the "Set Values" button to finish the process.

Result
The homepage of the WBM appears.
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Set the IP address

At the start of the chapter, you already assigned the SCALANCE device an internal IP address
(Zone: INT; vlanl).

To set up the external IP address (Zone: EXT; vlan2) in the SCALANCE device, proceed as
follows:

1. Open the menu "Layer 3 > Subnets".

¥ Information

k System

kLayer 2

~Layer 3
» Subnets
rNAT
» Static Routes
HWRRPV3

The "Connected Subnets Overview" window will open and you will be in the "Overview" tab.
This page shows you the subnets for the selected interface.

2. Switch to the "Configuration” tab.

Connected Subnets Overview

Overvew Contguration |
Interface: | VLANA v

Select  Interface TIA Interface Status Interface Name
(] wlani - enablad INT
vlan2 YEes enahled EXT
2 entries.

[Create|[Delete| [Refresh|

The "Configuration” tab opens. Configure the subnet for the interface on this page.
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3. Make the following settings:
- Set the interface to "vlan2 (EXT)".
- Check whether the status is "enabled".
- Disable DHCP.

- For "vlan2 (EXT)", enter the IP address and subnet mask for the external network
(Zone: EXT; vlan2; P5 or P6) (see Table 2-1).

To confirm your changes, click on the "Set Values" button.

Owverview | Configuration “

A
Interface (Name): | ylan2 (EXT) w

Status: enabled \
Interface Name: EX Q
MAC Address: 114—‘
(] DHCP ﬁ
IP Address: 192.165.1.2 )

Subnet Mask: 255.255.255.0 7=
Address Type: Primary

TIA Interface

=T
[5et Values | [Refresh |

@

Result
The SCALANCE device has an IP address for all VLANS.
You will be automatically taken back to the "Overview" tab. Here you will see an overview of the

IP addresses.

Overview | Configuration

Interface: [VLANT v
Select Interface TIA Interface Status Interface Name MAC Address IP Address ‘Subnet Mask Address Type IP Assgn. Method ~ Address Collision Detection Status
(] wiami | enabled INT 04-f5-27-21-56-27  192.168.2.1 255.255.255.0 Primary Static Idle
vian2 yes enabled EXT 04-15-27-21-56-27  192.168.1 2 255.255.0.0 Primary Static Active

2 entries
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Define default router

A static route lets you specify the routes through which data can be exchanged between the
various subnets.

To store a static route in the SCALANCE device, proceed as follows:

1. Open the menu "Layer 3 > Static Routes".

FInformation
r System
rLayer 2

wLayer 3
» Subnets
 NAT
¥ Static Routes

' VRRPv3

» Security

The "Static Routes" page opens.
Here you can specify the routes through which data can be exchanged between the various

subnets.

2. To reach all subnets, enter the following values:
- Inthe field "Destination network" and in the field "Subnet mask", enter: the network
address "0.0.0.0"
- Inthe "Gateway" field, enter: the corresponding router (see Table 2-1)

Click the "Create" button.

Static Routes

(A1)

1
Destination Networlc 0.0.0.0 -

Subnet Mask: 0.0.0.0
Gateway: 192.168.1.1 S
Administrative Distance: -1
Select Destination Network

0 entries.

[Create || Delete| |Refresh |

B
—""
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Result
The static route for the module has been set up. A new entry is created in the table.

Destination Network:
Subnet Mask:

Gateway:
Administrative Distance: -1
Select Destination Network  Subnet Mask Gataway Interface Administrative Distance  Status
] 0.0.0.0 0.0.0.0 192.168.1.1 viani not used active
1 entry.
[Create|[Delete|[ == - =~ |[Refresh|

Define time synchronization

In this application example, the VPN connection is secured by the CA certificate of the SINEMA
Remote Connect server. If you work with certificates, it is essential that the correct time be
entered in the VPN partners. If the time in the device is incorrect, then the certificates will be
considered invalid and discarded.

Use a time synchronization protocol such as NTP to set the system time of the device.
To set up time synchronization with NTP, proceed as follows:

1. Open the menu "System > System time".
k Information

wSystem
r Configuration
» General
rDNS
» Restart
¥ Load&Save
»Events
»SMTF Client
»DHCP
rSNMP
¥ System Time
rAuto Logout
» Button @

» Syslog Client

@/

The "Manual System Time Setting" window will open and you will be in the "Manual Setting"
tab.
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2. Select the "NTP Client" tab.
Manual System Time Setting

Manual Setting | DST Ovenriewl DST Configuration SNTP Clientl NTF'}":Iientl SIMATIC Time Client | NTP Sewerl

Time Manually
System Time: 061372022 11:23:22

Last Synchronization Time: 06/02/2022 10:25:58
Last Synchronization Mechanism: Manual
Daylight Saving Time: inactive {ofiset + Oh)

The "NTP Client" tab opens.

3. Tick the "NTP Client" box and click the "Set Values" button.

Manual Setting | DST Overview| DST Configuration | SNTP Client | NTP Client| SIMATIC Time Client | NTP Server _

NTP Client
§ (] Secure NTP Client only
Current Sy 06/13/2022 11:38:20
Last Synchronizi - 06/02/2022 10:25:58
Last Synchronization Mechanism: Manual
Time Zone: +00:00
Daylight Saving Time: inactive (offset + Oh)

NTP Server Index:

Select NTP Server Index NTP Server Address
0 entries.

[Create][Delziz][Set Values | [Refresh|

4. Click the "Create" button to register an NTP server.

Current System Time: 06/13/2022 11:27:39

Last Synchronization Time: 06/02/2022 10:25:58
Last Synchronization Mechanism: Manual
Time Zone: +00:00

Daylight Saving Time: inactive (offset + Oh)

NTP Server Index:

Select NTP Server Index NTP Server Address
@ 0 entries.

[Create|[Delete|[ == V= 1=: |[Refresh]

A new table row is added.
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5. Inthe "NTP Server Address" column, enter the address of the NTP server, for example

"pool.ntp.org".

The "pool.ntp.org" project is a network of time servers that provide simple, reliable time
Note synchronization over NTP.

NTP Client
[Tl Secure NTP Client only
Current System Time: 06/13/2022 11:33:37
Last Synchronization Time: 06/02/2022 10:25:58
Last Synchronization Mechanism: Manual
Time Zone: +00:00
Daylight Saving Time: inactive (offset + Oh)

NTP Server Index: \
Select NTP Server Index NTP Server Address @ NTP Server Port  Poll Intervi

[ pool.nip.org 123 64

\&

1 entry.

[Creaie][Deleiz ][ Set Values || Refresh |

6. To confirm your change, click on the "Set Values" button.
NTP Client
[Tl Secure NTP Client only
Current System Time: 06/13/2022 11:33:37
Last Synchronization Time: 06/02/2022 10:25:58
Last Synchronization Mechanism: Manual
Time Zone: +00:00
Daylight Saving Time: inactive (offset + Oh)

NTP Server Inde;;:

Select NTP Server Index NTP Server Address NTP Server Port  Poll Intervi

[ pool.nip.org 123 64
@ 1 entry.
=

[Creaie][Deleiz ][ Set Values || Refresh |

Result
The time synchronization protocol has been set up.
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Enter DNS

The SCALANCE device requires a DNS server address to resolve the name of the NTP server.
Follow these steps:

1. Open the menu "System > DNS".

v Information

+System
r Configuration
kGeneral
rDNS
4 Resla
»Loa d&\)
rEvents

The "Domain Name System (DNS) Client" window opens and you will be in the "DNS
Client" tab.

2. Enter the IP address "1.1.1.1" in the "DNS Server Address" column.
Click the "Create" button.

Domain Name System (DNS) Client

'DNS Client | DNS Proxy | DDNS Client | DNS Records

3 DNS Client S
Used DNS Servers: 3
-

DNS Server Address: 1.1.11
Select DNS Server Address Qrigin

0 entrigs.
/--’

[Create | [ Delete|[ == "= U=: |[Refresh|

Result
The DNS server in the SCALANCE device has been set up.

DNS Client | DNS mey| DDNS Clientl DNS Records _

DMS Client

Used DNS Ser'.rers:

DNS Server Address:

Select DMNS Server Address Qrnigin
] 1111 manual
1 entry.
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Check the clock time

You can check the current system time in the SCALANCE device in the menu "System >
General" in the "Device" tab.

o cooanas

Current System Time: 06/13/2022 11:55:06
System Up hime: 38d Uh 4/m 318
N Device Type: SCALANCE SC646-2C

»DNS System Mame: sysMame Mot Set
System Coniact: sysContact Not Set
»Restart

System Location: sysLocation Not Set

v Information

wSystem

» Configuration

rLoad&Save
rEvents
224 Tablet
Time
To check the time validity of certificates, it is important that the tablet always has the current
date and time.
Check the time on your tablet and adjust it if necessary.
VPN
If other VPN connections have been configured on your tablet and activated, terminate them.
WLAN

Set up Wi-Fi on your tablet in accordance with your router configuration. Use a static IP address
in accordance with Table 2-1.
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2.3 Setting up remote access on the SINEMA Remote Connect
server

Overview

In order for the service employee to access the automation cell on his tablet through the
SINEMA Remote Connect server, the end devices (the tablet and the SCALANCE device) must
sign in to the server. The respective VPN tunnel between the end device and the SINEMA
Remote Connect Server is only established after successful authentication.

Depending on the configured communication relationships and the security settings, SINEMA
Remote Connect Server interconnects the individual VPN tunnels and thus enables access.

The following configuration steps are necessary for this:

Preparation

Define participant groups

Set up remote connection for the SCALANCE device
- Implement SCALANCE as device

- Ascertain device ID and export CA certificate
Set up remote connection for the service employee

- Create user account

- Export user configuration

In order to access the WBM, check the following requirements:

Open the WBM

You will need an Ethernet connection between the configuration PC and the SINEMA
Remote Connect server.

The configuration PC has an IP address in the network of the SINEMA Remote Connect
server, for example 172.16.1.100/16.

On the configuration PC, open the WBM of the SINEMA Remote Connect server
("https://172.16.1.60") and log on as an administrator.

Security: RC_Android
Article ID: 109479578, V2.0, 06/2022 29



© Siemens AG 2022 All rights reserved

2 Engineering

231 Configure new group membership

Users, devices, end devices and subnets can be grouped together in participant groups. You
will define whether communication between the participants in an individual group is allowed or
forbidden.

To create a new participant group, proceed as follows:

1. Inthe navigation area, click on "Remote Connections > Participant Groups".

System ¥
Remote Connections A
Devices

Device Update

Participant Groups
Communication Relations @

User Accounts VY
Services D4
Security > 2

A new window opens. A list of already existing participant groups will appear.

2. Click the "Create" button.

System A
Remote Connections A
Q Apply filter
Devices

No filter active () Precise match

Device Update

Participant Groups

Communication Relations

User Accounts Y \_) Members may Reachable Ethernet
[J Group name : 3
communicate interfaces
Services V.
Security > 4

The dialog for creating a new participant group appears.
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3. Create a new participant group.
- Enter a group name and an optional description.

- Tick the "Members may communicate with each others" checkbox to allow the group
members to communicate with each other.

- Click the "Save" button.

The "Members may communicate with each others" setting not only allows all devices, but
Note also all users to communicate with each other. If you do not want this, you must create
multiple participant groups and define the communication relationships.

* Group name:  MobileUser '

Description:

.

‘Members may communicate with each other.

Network interfaces reachable through the VPN tunnel:

[J LAN1
B

Result
The participant group has been created. You will be automatically taken back to the overview
page. The participant group appears as a hew entry in the list.

System N

Remote Connections A
\
Devices
No filter active ] Precise match

Device Update

Participant Groups

e e [ ceate | odee |
User Accounts Members may Reachable Ethernet  Number of Number of Number of Number of :

) Group name = % > Number of roles Actions
communicate interfaces users devices subnets nodes

Services Y ] MobileUser Yes No 1 0 0 0 0 02
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2.3.2 Create a remote connection for the SCALANCE SC-600 security appliance

Create a device

In order for the SCALANCE device to initiate a VPN connection to the SINEMA Remote
Connect server, it is declared as a device to the SINEMA Remote Connect server.

Proceed as follows to manage the devices:

1. Click on "Remote Connections > Devices" in the navigation area.

System WV
Remote Connections A
Devices

Device Update

Participant Groups

Communication Relations

User Accounts W
Services v
Security v
My Account ™

The device overview opens. This page shows a table listing the existing device records. The
most important information for each device appears in various columns.

2. Click the "Create" button to create a new device.

System Vi

Remote Connections =
All R4

Devices i

No filter actj [ Precise match
Device Update
Participant Groups

Communication Relations s | Ry |

Y Edit table

User Accounts >4 Device VPN . .
- Remote Virtual Last Connection
| name address Status s Location

% . Pprotocol Actions
Services v I i subnet Subnet connection type < [

Security i

My Account

A new window will open and you will be in the "Device Settings" tab. The device settings
comprise three sections.
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3. Inthe first section, "Device information", configure the general device information:
- Give the device a name.
- Assign a password and confirm it.
- Select the end device type from the list (here: "SCALANCE SC-600")

Device Settings Network Settings

Device information: NV
* Device name:  SCALANCE_SC
* Password: eessssene
* Confirm password:  essseesss
Vendor: | Siemens
* Type: | SCALANCE SC-600
Location:
Comment:
4. Leave the settings in the second section, "VPN settings", at the default values.
VPN settings: V
* VPN protocol: lOpenVPN V|
* Connection type: ]Permanent V’

Request VPN address
[ Use fixed VPN address

[CJ Connection parameters

5. In the third section, "All access", configure the participant group. Select the participant
group "MobileUser" (created in chapter 2.3.1). The subnets and end devices reachable via
this device automatically become members in this participant group.

All access:

| Add

Participant groups: | v
groupe_sc646 @
groupUmc

MobileUser
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6. Click the "Add" button.

All access:

Participant groups: [MobileUser V] Add

The participant group will be added.
This completes the device settings.

7. Click on "Next".
All access:

Participant groups: | V| Add

MobiIeUser X]

O

The "Network Settings" tab opens.

8. Since the SCALANCE device is a gateway, tick the checkbox for "Device is a network
gateway".

In the "Subnet name" field, enter a unique name for the subnet behind the SCALANCE
device, then click "Add".

Device Settings Network Settings

Template settings: Save settings as template

Subnet Settings: S @ \g
| =9

Device is a network gateway 3 3
N 2
Subnetname: | InternalNetwork

The area "Subnetname <InternalNetwork>" will be created.
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9. You will configure the subnet in the steps below.
Select the participant group you created in chapter 2.3.1. This participant group is allowed
to access the subnet. Click the "Add" button.

Device Settings Network Settings

Template settings: Save settings as template

Subnet Settings:

Device is a network gateway

Subnet name:

Subnet
x

InternalNetwork

Subnetname: |InternalNetwork 5 @ »g
Participant groups: | MobileUser . VT

B

Subnet IP: ]

Subnet mask: ]

NAT Mode: ] None

Node name: ]

The participant group will be added.
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10. Specify the IPv4 address of the internal subnet and the associated subnet mask reachable
via the device (see Table 2-1).
Save the settings with "Save".

Device Settings Network Settings
Template settings: Save settings as template
Subnet Settings:

Device is a network gateway

Subnet name: m

Subnet

InternalNetwork X

Subnet name: ‘InternalNetwork |

Participant groups: | Vlm

MobileUser X | /@/

SubnetP: [192.168.2.0 ‘
(B)
Subnet mask: |255.255.255.0 L~0
NAT Mode: | None v|

Node name: ‘ |m
E—

Result

The device configuration is complete and the window will close. You will be taken back to the
"Devices" tab in the "Remote Connections > Devices" menu.

The "SCALANCE_SC" device is created and appears as a new device in the list.

[ Device name“ VPN address 4 Remote subnet Virtual Subnet Status $ Llastconnection Location s Sonnection - v . Actions
type % protocol *
[ SCALANCE SC - 192.168.2.02 - £X0ffiine - Permanent OpenVPN O/ LRR0

4
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Ascertain device ID and load CA certificate

For each device in the device overview, the SINEMA Remote Connect server generates a
unique device ID and a unique fingerprint. The device ID and the fingerprint can be found in the
device information for the device.

The device ID and fingerprint or CA certificate are information that the SCALANCE device uses
to authenticate itself when connecting to the SINEMA Remote Connect Server. You will enter
this information in the SCALANCE device when configuring the VPN connection.

In place of the fingerprint, the device can also authenticate itself with the CA certificate of the
Note SINEMA Remote Connect server. This is the method that this example uses.

Proceed as follows to open the device information:

1. Click the "i"»icon in the "Actions" column.

Creats Delete f Edit table

Connection VPN

[C) Device name“ VPN address ¢ Remotesubnet Virtual Subnet Status % Lastconnection Location s i . Actions
type < protocol 3+

] SCALANCE_SC - 192.168.2.012 - £offine 2 Permanent OpenVPN i BV aR
A

The "Device information” is displayed.

2. Make a note of the entry for "Device ID" or copy the entry and save the value in a text file in
your local directory.

Note Your device ID can have a different value than the one shown here.

Device overview

Device information:

Device ID: 58

IP address of the VPN server:
IP address of the Web server:

L]
L]
L]
L]
L]
]
Web server port: 443 [
SHAT-Fingerprint: ~ 51:EA:3C:95:AB:C4:BB.7D:AD:3C:EV:E4:EB:F9:C7:AB:93:90:44.0F |
SHA256-Fingerprint:  3E:B8:48:5A:91.73:49:CD:9A:94:27:F1:7B:CC:EE:77:67:2A:A1:B4:77:30:E5:37:87:A7:2D:98:6E:2B:4D:E7 Iy

Export CA:

Device name:  SCALANCE_SC
Metwork Settings:
Type:  SCALANCE SC-600
Vendor:  Siemens
Lecation:

Connection type:  Permanent

Security: RC_Android
Article ID: 109479578, V2.0, 06/2022 37



© Siemens AG 2022 All rights reserved

2 Engineering

3. Click on the download icon in the "Export CA" row and place the CA certificate of the
SINEMA Remote Connect server in a local directory of the configuration PC.

Device overview

Device information:
Device ID:

IP address of the VPN server:

IP address of the Web server:

Web server port:
SHA1-Fingerprint:
SHA256-Fingerprint:
Export CA:

Device name:
MNetwork Settings:
Type:

Vendor:

Location:

Connection type:

Result

58

443

i
L&
i
L&
L&
L&
L&
51:EA:3C:95:AB:C4:BB:-7D:AD:3CE7:E4:EB:-F9-C7:AB-93:90:44:0F [ &)
L&

SE:B8:48:5A:91:73:49:CD:9A:94:27:F1.7B:CC:EE-77:67:2A:A1:B4:77:30:E5:37:B7:A7:2D:98:6E:28:4D:E7

SCALANCE SC-600

Siemens

Permanent

You have found the device ID of the SCALANCE device and loaded the CA certificate. You will
need the device ID and the CA certificate when configuring the VPN connection in the
SCALANCE device (see chapter 2.4).

=5l CA_851622_SINEMA_RC.crt
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2.3.3 Create user account for the tablet

Define new user

In order to grant the service employee access to the SINEMA Remote Connect server with a

tablet, set up a user account with a username and password.
Follow these steps:

1. Inthe navigation area, click on "User Accounts > Users & Roles".

System G
Remote Connections i
User Accounts A

Users & Roles

User Agreement

Client Software
Services W
Security N
My Account b

A new window opens and you will be in the "Users" tab. You will see a list of existing users

and their status.

2. Click "Create".

System N
Users Roles
Remote Connections i
User Accounts A
Users & Roles All Vo
User Agreement No filter active (O Precise match

Client Software

Services V.
‘1 —

Security V. \
My Account b [ User name \)VPN address & First name S Lastname

A new window opens and you will be in the "Contact Data" tab.
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3. Edit the contact data:

- Enter the necessary information. The "User name" field is required. The other contact

information is optional and can be entered or modified by the user himself.
- For "Login method", select "Password".

- Click on "Next".
Contact Data Rights Group Memberships VPN Connection Mode Password
* User name:  Mobile_Android 1
First name:  Service
Last name
Phone

E-mail address
* Login method

PKI DN filter rule

| e g

You are in the "Rights" tab.
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4. You are able to give the user rights:

- Assign rights by assigning a role:
Click "+" and select the desired role from the dropdown menu. The user receives the
rights that are assigned to the role. Tick the boxes to assign additional rights.

- Assign rights without assigning a role:
If you have not selected a role, activate the pertinent role by clicking on the checkbox.

The user is not assigned any additional rights in this example.
Click on "Next".

Contact Data Rights Group Memberships VPN Connection Mode Password

Roles
[+

Rights

() Manage address spaces

() Create backup copies

[J Restore the system

(J Force comment

[ Manage firmware updates
([J Manage devices

[J Manage remote connections
(J Edit system parameters

(J Certificate management

[J Manage users and roles

[J Download client software

The "Group Memberships" tab appears.

5. If you already created participant groups, you can assign the new user to one of them.
Select the participant group "MobileUser" (see chapter 2.3.1).
Click on "Next".

Cata Rights Group Memberships VPN Connection Mode Password
1

/—f __
MobileUser

ﬁz
e e e

The "VPN Connection Mode" tab appears.

Security: RC_Android
Article ID: 109479578, V2.0, 06/2022 41



© Siemens AG 2022 All rights reserved

2 Engineering

6. Do not make any changes in this tab.

Click on "Next".
Contact Data Rights Group Memberships VPN Connection Mode Password
Connection parameters:
* VPN protocol:
Request VPN address
[0 Use fixed VPN address

Fixed VPN address:

OpenVPN connection parameters:

IP address Port Protocol: @‘ m
Connection port IP Protocol Actions

IP address of the

The "Password" tab appears.

7. Enter a password and confirm it. The assigned password can be changed later by the

respective user himself.

Click "Finish".
Contact Data Rights Group Memberships
Username:  Mobile_Android B

1

* New paSSWOI’d: ssssssnss i y
* Confirm password: [--u..... 2}

VPN Connection Mode Password

B

I

Result

The window closes and you will be back in the "Users" tab in the menu "User Accounts > Users

& Roles".

The user "Mobile_Android" has been created and appears in the list as a new user.

(J  User name “ VPNaddress < Firstname + Lastname

June 1, 2022, 7:29

(J  Mobile_Android - Service
am.
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Load user configuration
The following data are automatically generated when the user is created:

e The configuration file "<Username>.ovpn" containing various parameters necessary for a
connection with the server

o Afile "<Username>.pem" with the certificate and the key as ASCII code
e A certificate container "<Username>.pkcs12" in PFX format

These files are downloaded to the participant in the remote network who establishes a VPN
connection to the SINEMA Remote Connect server.

To download the files to the service worker's tablet, first export the files from the SINEMA
Remote Connect server.

Proceed as follows to export the files:

1. Log off as an administrator from the WBM. The "Logout" button is located in the display
area of the window.

SINEMA Remote Connect

2 User English v [3 Logout (7]

2. Log back in with the new user you just created.

Welcome to SINEMA Remote Connect

Local uUMC

User name:  Mobile_Android

All)
—rF

PaSSWOI’d: ITITEEIY]

The user's homepage will open.

3. Inthe navigation area, click on "My Account > User Certificate".

Remote Connections v
My Account o’

User Certificate

@

Change Password

Security: RC_Android
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4. You will be in the "Details" tab. Here you will see an overview of the user certificate, which

is derived from the CA certificate.
Change to the "Exports" tab.

Remote Connections v
My Account A
User Certificate

Change Password

The "Exports" tab opens.

Details

Serial number: 37

Common name:  Mobile Android@11.2

Issuer:  CA 851622 SINEMA RC

Valid from:  05/31/2022 7:29 a.m.

Valid to:  06/02/2023 7:29 a.m.

Key length (bits): 2048

Signature method:  SHAZ256 with RSA encryption

Request renewal:

* Password:

5. All exportable files will appear here.
Click on each of the format descriptions to download the following files to a local directory

on your configuration PC:

- PEM: Certificate and key as a Base64-encoded ASCII text
- OVPN: OpenVPN configuration for user

Remote Connections v

My Account ~
User Certificate

Change Password

Security: RC_Android
Article ID: 109479578, V2.0, 06/2022

Details

Format
PKCS #12

Exports

Description

Container in the Personal Information Exchange format (PFX)
Certificates and key as Base64 encoded ASCII text

Export OpenVPN configuration
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Result
All necessary certificates have saved in the local directory.

_| Maobile_Android.ovpn
_| Mabile_Android.pem

2.4 Setting up remote access on the SCALANCE device

Overview

The following configuration steps are required in order to successfully establish a VPN tunnel
between the SCALANCE device and the SINEMA Remote Connect server:

o Download certificate to device
e Configure VPN connection

Preparation
To access the WBM, the following requirements must be met:

e You will need an Ethernet connection between the configuration PC and the SCALANCE
device (Zone INT; LAN port: P1 to P4).

e The configuration PC has an IP address in the network of the SCALANCE device, for
example 192.168.2.100/24.

Open the WBM

Open the WBM of the SCALANCE device with the address "https://192.168.2.1". Log on as an
administrator.

Security: RC_Android
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24.1

Load CA certificate

When the OpenVPN connection is established, the SCALANCE device authenticates itself with
the SINEMA Remote Connect server using its CA certificate. This certificate is now exported

from the SINEMA Remote Connect server (see chapter 2.3.2) and downloaded to the
SCALANCE device.

1.

In the navigation pane, click "System > Load & Save".

rInformation

+System
» Configuration
» General
rDNS
» Restart
rLoad& Save
» Events
» SMTP Client
»DHCP
rSNMP

r System Time

A new window opens and you will be in the "HTTP" tab. Here you can load the certificates
required in order to establish a secure VPN connection.
By the type "X509Cert", click the "Load" button.

e e 7 e

Type

Config

ConfigPack

Debug

Firmware

HTTPSCert
LicenseConditions
LogFile
LoginWelcomeMessage
MIB

RunningCLI

Script
S5HPrivateKeyECDSA
S5SHPrivateKeyRSA
Startuplnfo

Users

WBMFav

X509Cert

Security: RC_Android

Article ID: 109479578, V2.0,

06/2022

Description

Startup Configuration

Startup Config, Users, Certificates and WEM favourites
Debug Information for Siemens Support

Firmware Update

HTTPS Certificate

ZIP File with Open Source Software License Conditions
Event Log (ASCII)

Login Welcome Message

SCALANCE S600 MSPS MIB

‘show running-config all' CLI settings

Script

55H Private Key (ECDSA)

S58H Private Key (RSA)

Startup Information

Users and Passwords

WEM favourite pages

X509 Certificates

Load Save Delete
[ Load I Save |
[ Load I Save |

[ Save I Delete |
[ Load I Save |
| Load Il Save | |
| Load Il Sa I[
[ Load I Save I |
| Load I[ I[ |
[ Load I Save |
| Load I[ I[
[ Load ll Save |

@]
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3. The file upload dialog will open. Navigate to the CA certificate exported from the SINEMA
Remote Connect server.
Click on the "Open" button in the dialog.

© open X
« v 4 ¥ » ThisPC » Downloads » N J) 2 Search Downloads
Organize v New folder Bz - (7]
~
3
. : \ CA_B51622_SINEMA_RC.crt
| Security Certificate
i &= a 1,06 KB 1
E
g
v K—\
File name: | CA_851622_SINEMA_RC.crt v| |A”ﬁ'5('-'75 @ ! s
[/‘/I—AéJ—-:
| Open ‘ Cancel |

4. The file will now be loaded to the device. When the file is loaded, confirm the next dialog
with "OK".

O File was successfully loaded

Result
The certificate has been loaded. You can view the certificate under "Security > Certificates".
Check whether the certificate has the status "valid".

Overview | Certificates
HInformation
» System Select  Type Filename Stata Subject DN
CA 851622 SINEMA RC.cri
] CACert T valid SN=CA 851622 SINEMA RC
rLayer 2
4
rlLayer 3 1 entry.
~Securi
" Delete

»Users N

rPasswords

rAAA

rCertificates

If the certificate appears with the status "expired”, then check whether the time on the
Note SCALANCE device is correct.

Security: RC_Android
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24.2 Configure VPN connection

The connection to the SINEMA Remote Connect server has already been allowed in the
SCALANCE SC-600. Thanks to the autoconfiguration interface, the connection to the SINEMA
Remote Connect server is simple to configure.

To allow the connection to the SINEMA Remote Connect server with a SCALANCE S615 or
Note SCALANCE M-800 industrial router, you will need the "SINEMA RC" KEY-Plug.

Proceed as follows to set up the VPN connection:

1. Click "System > SINEMA RC" in the navigation area.

¥ Information

wSystem
v Configuration
» General
rDNS
» Restart
» Load&Save
+ Events
» SMTF Client
» DHCP
+SNMP
¥ System Time
rAuto Logout
» Button
r Syslog Client
+Ports

» Fault
Manitoring

rPLUG
+Ping
¥ DCP Discovery

v Port
Diagnostics

rcRSP/ SRS @
¥ Proxy Server

+SINEMA RC

Security: RC_Android
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2. The "SINEMA Remote Connect (SINEMA RC)" window opens. Here you will configure
access to the SINEMA Remote Connect server in multiple sections.

Configure the "Server settings" section.
In the "SINEMA RC Address" field, enter the WAN IPv4 address. In the "SINEMA RC Port"
field, enter the HTTPS port of the SINEMA Remote Connect server.

If you entered a hostname in the SINEMA Remote Connect server, then enter the FQDN (fully
qualified domain name) here.

Not
e If you use a different port than the default HTTPS port 443, then enter your modified port

number.

[ Enable SINEMA RC

Server Settings
SINEMA RC Address: WAN-IPv4-Address

1
SINEMA RC FPort: 443
>
Server v n
Verification Type: [ Fingerprint v|
Fingerprint:
CA Certificate: - w

Device Credentials
Device ID: 0
Device Password:
Device Password Confirmation:

Cptional Settings
Auto Firewal/NAT Rules
Type of cnnnectim:| Auto v|

Use F"-I):L:-'I| none v|

Autoenroliment Interval [min]: 60

Set Values

3. Change to the "Server Verification" section.
In the "Verification Type" dropdown list, select "CA Certificate". In the "CA Certificate"
dropdown list, select the server certificate that you loaded previously (see chapter 2.4.1).

Server Verification
Verification Type: [ CA Certificate “el
Fingerprint; E @ %
CA Certificate: [ CA_B851622_SINEMA_I \\\E%
Device Credentials @

Device ID: 0

Security: RC_Android
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4. Change to the "Device Credentials" section.
In the "Device ID" field, you will enter the value for the "device ID" that the SCALANCE
device received from the SINEMA Remote Connect server (see chapter 2.3.2).

In the "Device Password" field, enter the access password that you configured earlier (see
chapter 2.3.2).

CA Certificate: [ CA_851622_SINEMA_I v |

3

R ——

Device Credentials
Device ID: 58
Device Password: ssesssees

Device Password Confirmation: sesssssss '
Qptional Seﬂl'

4 Auto FlrewaII!NAT Rules
Type of cnnnectim.| Auto v|

5. By default, the "Auto Firewall/NAT Rules" checkbox in the "Optional Settings" section is
ticked so that the appropriate NAT and firewall rules will be created automatically. Leave the
default setting or tick the box if it is not ticked.

Cintinnal Sattinns

Auto Firewall/NAT Rules
Type of connectioi| Ao v

Uze F"-D;L;-'Zl none vl

Autoenroliment Interval [min]: 60

Security: RC_Android
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6. Click the "Set Values" button.
(] Enable SINEMA RC

Server Settings
SINEMARC Address: WAN-IPv4-Address
SINEMARC Port: 443

Server Verification
Verification Type: | CA Certificate w |
Fingerprint:
CA Certificate: | CA_B51622_SINEMA_I v |

Device Credentials
Device ID: 58
Device Password: ssessssss
Device Password Confirmation; esseesses

Optional Settings
Auto Firewall/NAT Rules
Type of connection: | Auto v|

Use Proxy: | none w |

Autoenrollment Interval [min]: 60

Y

[Set Values | [Refresh |

Security: RC_Android
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7. To activate the SINEMA Remote Connect server, tick the "Activate SINEMA RC" checkbox.
Click the "Set Values" button.

Enable SINEMA RC

1
Server Settings

SINEMA RC Address: WAN-IPv4-Address
SINEMA RC Port: 443

Server Verification
Veerification Type:| CA Certificate b
Fingerprint:
CA Certificate: CA_851622_SINEMA_I v
Device Credentials
Device ID: 58

Device Password, sesssse

Device Password Confirmation:

Optional Settings
Auto Firewal/NAT Rules
Type of connection:  auto w
Use Proxy: none w

Autoenroliment Interval [min]: 60

=

ﬁ
=
:
2
8

Security: RC_Android
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Result
The SCALANCE device establishes an OpenVPN tunnel to the SINEMA Remote Connect
server.
You can check whether the connection is successful in the WBM under "Information > SINEMA
RC".
~information Staius: established ( . Port 1194, UDP)

» Start Page Device Name: SCALANCE_SC

»Versions Device Location: -

k&M GSM Number: -

» ARP Table Vendor: Siemens

¥ Log Tables Comment: -

» Faults Type of Connection (Server). Permanent

ST Ee Type of Connection (Device): Auto

1T Fingerprint: -

Femote Address: WAN-IPvd4-Address

FEME Connected Local Subnet(s): 192.168.2.0124

» Routing

r Redundancy Connected Local Host (5):

» Unicast

» Multicast Tunnel Interface Address: 172.30.0.6

» SNIMP Connected Remote Subnet(s): :;ggggglg

» Security \ 172.32.0.0/16

rIPsec VPN /@

* SINEMA RC

Security: RC_Android
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2.5 Setting up remote access on the tablet

Remote access between the tablet and the SINEMA Remote Connect server is secured with an
OpenVPN connection.

The party that initiates the connection is the "OpenVPN Connect" app installed on the tablet.
251 Prepare configuration file

In chapter 2.3.2 you exported the following files from the user account of the SINEMA Remote
Connect server:

e Certificate and key as a Base64-encoded ASCII text
e OpenVPN configuration for the user

In this chapter, you will combine the certificate, key and configuration file into one single file.
The easiest way to combine the certificate, key and configuration file is to use a text editor.

Follow these steps:

1. Open the files "Mobile_Android.ovpn" and "Mobile_Android.pem" with an editor (such as

Notepad++).

EMobiIe_Android.ovpn | E]Mobile_ﬁmdroid.pemﬂ
e A
R BEGIN  CERTIFICATE-—---

3 MIICS5jCCAceghwIBRgIBKDANBgkghkiGowlBAQsFADReMRwWwGgYDVOODDENDOSAS
4 NTE2MjIgUO10RU1BIFJDMBAXDTI yMDYWMTAIM] czN1oXDTI zMDYwMz L1 M czN 1 owilia
5 HiEcMBoGRlUEAWWITW91iaWx1 X 0FuZHIvaWRAMT QuMj CCAS IWDQY JHoZ ThvcHAQEE ()
& BOADggEPADCCAQoCggERAJOESFTGYDEOtELe JEVICWsYJbeZJadenbJoriatcfdz
7 ULx01Lm3TgDZMzdE3uZhdREQwOQWELLZMMS  yDEUR TEXLSZehBVecxcay S/ L3DgPilia
= 2RmCuGFmxUoniHgFpkFmacl4TrkéERHt EXgl TuLvAC £tBEE1E:/F/zplanlu3E1lmE il
g zoh&C8/D/Nhuge7 3cRSDuCKJFe0tQIhGIfASNENCSR44HTAS2] / cOCggciMrsuBo
10 UdFs+2Y¥yihzipSsjCnMPakIja0PmyCME 907 FYAXuATETs53g70D2 /++ROPOVWT LI TG
11 IF4HgFleha,/DYokNWSSFSY0tDwT1FBJdZRpDvEY SREECAWE R RaMvMC OwC OYDVROT
12 BAIWADALBgNVHOSEBAMCBaRWEWYDVRO 1 BAWWC oY IKWYBBOUHRW IWDOY JEoZ Ihwell
13 AQELBOADggERAKPREqcHEhfvTLt+PulLed lgyFvELG01i 21 vEWD = Shinx/ PJUMOKL
14 H/msLBEBLl1cVArZbTEAbOXErDP+DES K251 TDXENXihQOLAFWszIsf221ZcoRd1ST
15 L1Xrvt+3Fp9C0jdPJxXfiBeel/8q9UoDEZfRyC2BEEttLERRIXZIimE3qiIZyaTPAD IR
16 ae3tDTUrSFOml 4d62LESnUywPtIJchLty30ipQiqhJOWEdrdl ykiuGzDed rurkBy il
17 3DTxdE£G0sBTrEuludf ouyrWSZ921Rkza75V1iuDjtiSiGhe LHLO iMrej00ay3 JUXO IR
J+Et]il13EaswhafS8BTVEG/ €3d8 JESUNLZ k=g

I —————. END- CERTIFICATE-———-
<joert>ilg

2 <key=ilg

ey BEGIN-RSA- PRIVATE - KEY-----

Froc-Type: - 4, ENCRYFTEDG

DEK-Info:-LES-256-CBC, FDERAF94DACCTADOOD3E27SEDDOS 789D

7 PEPdEpEideHvS10£xdE] 8 LrnaBd+8P5pTW1lshVBesygIgHS 8CMT 44+AnGogtDT TN
B/ t7tUd/NXrJoGIul/ t2MCvB/ 3VetZcZobKTxjeIi LEDi 1 zASRe j JEp 3wt ez +Wauilia
B gdzNWVEbuS 3l 1wEiWeMDMDpS 4/ dpTHQCERTOVAEMF S vE2 ¥ hadHG+wl /4 RM2T
30 y1B4Inm411JHpY1mbN05G4uRGELIiuFEI PSiYhe 6rvr2HUw4nCz 8Y1i TRUK I Theok M
31 ¥11Ncg79/asdnVMy0 2uuL30fiMm0I £/XxCF11 Z09H3u] yRx 7 ENWSEHE 1 XqUd Ok Vil
32 K1 KmMBLOZEInazaDyrSxwnTiua/ TndipBl 5 3auW2AUEzdPPZ SxqnSsWBIRzL/ FulHila
33 vESdj kTupkPasNAX=L0Ide0zcw,/ yRW] Eq5hxgC+zgHNus TNwvk,/pId7BTgYoc0iGHNE
34 AG+FneEcZ4XLYjBFTRxLEaNF] 0PoLJPOoT cAwNFnTpvlewh/ r90COBhSmGAC S9go QI
35 T 9hGAXSKEgcL4+hRnePXY L8 JaZlrShwho35JdUlwe 4 9I LCuFWIVYGP+knOBo ] FYS
36 Imj S=HLrECQGOMZLur T Iwk4 FhFolwliwhka0Xotm2qntinice TOubRE0aNc1MaSET 2
37 kUjV0xSYUNDMPDetkz 10z 1lnE4+1i +CNykRE+Gwrhvdvz1n2e I PmaUC4 TMm2pi KiPx M
38 JI0F+0m3WEZ 52N rGqQR I Pheg/ c ZHUAZKGyOSxuwl0GgTASvLE T8 831 hRPgRcM4Rr (D
39 igalDgg/veTiQGeGErs U/ s¥XBFHaFkSuSRutoralwosfbJ+zkawilcBRrgiE S IRT I [¥]

L I T X T O T O N R U L Y
o - o ]

Security: RC_Android
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2. Click anywhere in the "Mobile_Android.pem" file and use the keyboard combination <CTRL
+ A> to select all.
Copy the selected text to the clipboard with the <CTRL + C> keyboard combination.

EMobiIe_Android.ovpn X HMobiIe_Android.pem x|

1 zcert>if -~
————— BEGIN CERTIFICATE---——-i

3 MIICS3jCCRcegAWIBAgIBKDANBgkghkiGo9w0BAQSFADReMRwWWGGYDVQQDDENDQSAL N
NTE2MjIgUO01ORU1BIFJDMB4XDTIyMDYwWMTIALM] czN1oXDT IzMDYwMzR1Mj czNlowila
HIEcMBOGRIUERAWWITWO9iaWx1X0FuZHIvaWRAMT QuM ] CCAS IWDQY JKoZ ThvcNAQEE IR
BORDggEPADCCRQoCggEBAJOESFIGYDLOtELbe JtVUCHSYJh6ZJadcnSJCr2atcf4z il
ULxQ1Lm37gDZMzdX 3uZhdREQwOgHELLZMMS | yDPUpTEXLS ZehBVtcxcayS/L3DgF il
2RmCuGFmxUomiWgFpkFmacl4TrkéEHHL PXgl TulvRAoftBEELEx/ F/ zplanlu3K1mB il
zoh6&Ca/D/Nhuge73cRSDuCKJF60tQIhGIfASNENCSR44HTAS2] / cOCggciMxeuBo il
10 UdF3+2Y¥yihzipSsjCnMPaKl jaQPmyCMX 90T FYAXuATBT s53g702/++ROPoVWILIJ I
11 IP4HgFlela/DYoENWSsFSY0tDwTiPBjdZApDvEY SRXECAWERRaMvMCOwCQYDVROT i3
BAIWADALBgNVHQEEBAMCBaRAWEWYDVRO1BAWWCGY IKWYBBQUHAWIWDQT JKoZ ThvcN il
13 AQELBOADgQEBRKPBEqCWEhEvTLt+PulLedlgyFyXLG01i21vIW0z9binxk/FjUMOKt il
N/msLBE8BblcVArZbTK4bOXErDP+DESkK28 1 TDxEnXinQQL2PHszIsf2z1ZcoRdiSTING
L1Xrvt+sFp8C0jdPJX£iBccl/8g9UoDEz fRyC2BXfttLENRIXZimE3giIZyaTPSDila
16 aestDIUrSFOml4d62LESnUyvPtIJchLty30ipQigAJOWEdrdl ykiuGzDe9rumkBy il
17 3DTxdfG0sBTrEuludfluyrWiZ9Z1Rkza75V1uDjtX¥SjGhe LHLOiMrej00ay3JUXCI
g+Ktjil3Ea8whafSEBTVEG/ 63d8JESUNi2 k=

%]

[T

(TSI R -

%]

[T

.

wom

————— END CERTIFICATE---—-IHg
LF]
1 <fcert>ilg
2 zkey-il3
3 BEGIN RSA PRIVATE EEY-———- LF]

Proc-Type: 4,ENCRYFTEDIR
DEK-Info: RES-256-CBC,FDS8AAF94D9CCTADOOD3E278EDDO3 739D
(L]
PEPdEpEid6HvI10ExdEf]8Lrn8Bd+8PSpTHlshVBcsygIgHS8CMT4+AnGOgtDTTLKIN
B/t7tUd/NXrJoGIul/ t2MCvB/ 3Vt tZcZobKTxjeliLKDilzASRej JEp3wMez+Hou il
gdzNWVEbus£311wGiWeMDMDpS4 /dpIHOCKATOVA IMFSjvE2sAXhadHGHwl / 4RM2T I
v1B4Jnm4 il JHpS1lmbN0SG4uRGKLiuFEiPSYhe6rvr2HUW4nCzEY LiTRUKIJbcok il
31 v11Hcg79/aesmVMy02uul30fiMmOI £/ XxCF11Zo9H58u] yRxTeNWIEHE 1 XqUdtOkViIla
32 K1KmMBROZKIcazaDyrSxwniiua,/TndApBl53auW2AUKzdPPZSxgnSsWBJRzL, PuHilg
33 vF5d]kTupkPs8NAXeLOId60zcw,/ yEW] EgSAxgC+zgHNus THwvk/pIdTBTIgYot0iGIRa
4 AG+FneEcZ4XLY]BFTRxLEaNF] 0PoLJP0oT cAWNFmTpwCzwh/ r90C0BhSmGACIgoQilg
35 zT9hGAXSKgcL4+hRnePXYf8JaZlrShwho35JdU1lwed SILCuPW1VYGP+knCBoj FYS Il
36 TmjSzHLrEOQGOMZLur 7 Iwb4 PhFolwlUwAsQXotm2gntWnEoe TOUbREDaNc1MasSGT2 g
37 kUjVOxSYUNDMPDetkz 10z 1nE4+i+CNykRE+Gwxhvdvz1ln2eIPmEUCS TMm2p ] KiPx il
38 jJQF+0m3WEZS 2NrGgQI Pheg/ cZKUAZKGy0Sxuwl0Gg7ASVIX 788X 31hRPgRcM4Rr il
35 igalDgg/veTiQGcGKrsXklU/ sXBFHaFkSuSRutoralwodEhJ+zkawWcBBrghEZIRI NG W

[

o

[T T S o T S ST S ST T I ]

wom

[

Ln:1 Col:1 Sel:3.967|75 Unix (LF) UTF-8 INS
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3. Inthe file "Mobile_Android.ovpn", click on the empty line before the tag <pkcs12>.

[& Mobile_Android.ovpn E3 B Mobile_Android pem &4

1 ~
2 dewv tun
3 client
4 cipher AES5-128-CBC
5 auth SHA256
& auth-necache
7 nobind
g wverl 3
9 max-routes 33
10 route-delay 2
11 remote-cert-tls server
12 tls-version-min 1.2
13
14 <connection
15 remote  WANIPvdaddress 194 udp
1a </connection
17
g <connection
19 remote 172.16.1.60 1194 udp
20 </connection>
21
22 <connection

23 remote  WANIPvdaddress 443 Lop
24 </connection>

26 <connection
remote 172.16.1.60 5443 tcp
</connection>

-
«

<pkcsla>

34 MIIMUQIBR=zCCDBCGCSqG5Ib3DUEHRaCCDRGEggWEMI IMADCCEBrcGCSq55Ih3DOEHBCCBagwagak

35  AgERMIIGRQYJKoZIhvcNAQcBMBWGC1ighSIb3DOEMAQYWDgQITt /XADm2ChaChaghglIGePi23ere

36 Vd3jcRBhvYTWZIQYSo+B2e/6Z3ufRSMigDIUyk2mDVvE9SgSHTS11y 3xwk POV vEvT ywaiUdgaR

37  mlj/g/VICpeIhlSuhDTU+7lalZ/hi+wsN24iwTiRETKSVu2/sycxI¥hrfIKCEDbgbXMnaHmI4dpe

38 J5kfeD¥nl4Su3K7CzVcRwCR3S8E2KSphl1Qi £UU/+DTPEMudi 390y 1MOvISdLht2sCxlpeT2viy? V¥
< >

Security: RC_Android
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4. Now press <CTRL + V> to paste the contents of the clipboard at this location.

ile_Android.ovpn E3 EMobiIe_Android.pem X |

[&=] mob

o

=}

=

]

ey

oL

R R
[¥L]

=

]

[¥L]

w

—-1

9
9
9
9
94
9
9
9
9
9

W o

100

1galDgg/veTiQGEcGErsXk/sEBFHaFkbuSRutoralwed 3bJ+zkawWcBBrgAESTRT
95 I8+035GKN0 T xgfN5ucSUVEIUvEEp Pt 0odw] Sre 3xManGWPgTMSE1 Yevv S 0pXH3
TSayBPe50tgYh2kAhIAfDa6YnUNeD,/ uj jdMNgrjxUChhiRmlW2ggl crwd AN R4
WY00gksWkEfDS9RVENE 1o+Dh78Py0zI000CovaECEen0c99RPTARY Bto/EvpE£0vajd
yM1zG2ugDnDRINY4HGPCRS 1 Fglua fgLE3kbaGEhSTh9aZWBR 3DkSeAewLMbk 1mMQ
iwcc+uwrHSgThIPtUCHMEFel dfU+F4vPerRx 5ok 0aezMalFT /¥bbh /Ral4 JORubo
vm2HYGED1nkvleju/pd/ kvDPj SgHEE iEfe SKEQr PAveUPCnVPphUwa 0GPul fETE+R
g58wh291Kf+bPxGw+iRhj5a36702tk563m+rDe 28 In0afwnCgeil P1gfGhMRAVZ XL
ndDEOJzES 3Gre PSOVREydE6GEMuRZCK T oeulrBMrvegeB2 LISy EWEERTW 3 KHuaTg
KoIE3vRkemmCUiUIFhTERERIR32090GN5RO3k0040padk/R21gMhmExF1 YvaGohal
+bijgoYiVk1ThUYr 9 ZWe LNEX r93dzXp0hKl yCivgn,/ Cme IMi Fa /EMwDnRES 3 6Xv+
JeHDCUa LwyiwuFBtyRTHIBEruh DpMS £9WiSke3zs0+1voTCexafLz05A5ucl hgim
S5ZEjwcXeHgiwetdes2jtazbMdEwd FOKOTud +ucggsyviQUl 3WnZ rrQkbF1 SNAg4W

< key>
<oar

MIIC/DCCReSgAwIBAgIBATANBgkghkiGowOBAQsFADR=MRweGgYDVOQDDENDRSAL
NTE2Mj IgU010RU1BIFIDME4XDT IxMDkyMDEZMDT M1 oX DTMxMDEyMTE zMDT zM1 0w
HiEcMBoGE] UERwwTQOEgODUxNS Iy I FNITKVHOSBSQzCCAS TwDOY JKoZ ThvcHAQER
BOADggEPADCCAQoCTgEBANRADSSwelof51701d8wVEnI PFS43Er TSEWOALRIhL £
+VLYKUzvYmU3rsRvQdpQo/ 1818/ 6b3LPxbo56h1 S WDl /n¥nFeDKud 6 Tmr 63+
Pe+bSx5HEL1HtcTBaudQcGRCT9EDS07+Ngf kX061 JPMDPC £kIDnrtV/ 9Iy386E5
qk1T9x4abHINWBIKQX 1 TR9H2pk IqdnPqFhOgd0pHVYOHAURT1 88 £5HA/ zaB1+0/m
71NSNeer3cGE] SKMQeL+0Hvax+ FBHUdws 1 IMpmG4 ISWh/CSsmpl DrmFSOACTEG2
CDeQOytSvdPtvyzifZw2gFalv+2RWuiAS FOuRqMEr+ECAWE AL aNFMEMWEGYDVROT
LOH/BAgwBgER/wIBADACBgNVEQSBAf SEBAMC A YwHOYDVROOBBYEFIR4dzZ cpayD
CqDYSpfFLGlKas aMh0GC5g55Th3DOERCWULRA TBABHNCcMo 1 95BzUNUWE T2 8,/ um
oWV2ErFri¥/Sed+3rNehQYKEZnTiantKYJiRo1UZnnxHDNEqTgx4 6+RPECDS GamV
0G4x]5£4z5RIXEDNC1ACHN] 0z Qe paaluRQxKc] BRWa sUoSKODwwQeCTtyul G/HTL
/makRzkwI+YEBtUnf CaZwilUapShTQVEKy JERNg YqsZCAUL 21 SHO YMvoRHE  J2T£h
ATt owHR1¥cBul5lrbZotSusSKEk+IstSHRnrwFF84iv3qz Ll fuGe2FR0+6tBndE

101 38Bfy0fzdvmADPs0De 0yRz / rBEVIWVWEU9z9aXj PIN3fLTBfELyRgy 1k 8+ 5Vryqe

102 ——--- END CERTIFICATE-----

103

104 <fca>

15 <pkcsla>

< >
Ln:104 Col:6 Pos:4.625 Unix (LF) UTF-8 INS

5. Instruct your text editor to display non-printing characters. In Notepad++, click the "Show All
Characters" button.

¢ 2

Security: RC_Android
Article ID: 109479578, V2.0,

Hazhas s Wh et 2xEBE

06/2022

57



© Siemens AG 2022 All rights reserved

2 Engineering

6. Remove the extra spaces and returns after the "</ca>" tag.

SUBIYUIZAQVIMAUFSUDEUYRZ/ IDAV]IWVWRUYZYax]Jt

————— END- CERTIFICATE-----i#3
L]

<fca>f-vcccenn LF]

<pkcslz>mmy

----- BEGIN- CERTIFICATE----—-3

Select the paragraph from "<pkcs12>" to "</pkcs12> and delete it.

8. Save the changes in the file "Mobile_Android.ovpn".

Result
You have added the contents of the file "Mobile_Android.pem" to the configuration file
"Mobile_Android.ovpn". You removed the extra spaces and the "<pkcs12>" paragraph.
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252 Transfer configuration files

Transfer the modified configuration file to the tablet. In this example, the file is loaded to the
tablet with a USB connection.

Follow these steps:

1. Connect the tablet to the configuration PC, for example over USB. The smartphone is
detected as a storage device and appears in the file system.

If the file system does not appear correctly, open the tablet. A message will appear. Select
Note the reason for the USB connection and allow it.

2. Create a new folder for the OpenVPN files, for example "OpenVPN".

Alarms Android DCM Documents Download ebanking Movies Music

Notifications OpenVPN Pictures Playlists Podcasts Ringtones Samsung

3. Copy the required "MobileAndroid.ovpn" file from the local directory on your configuration
PC into the newly created folder.

Mobile_Android.
ovpn

Result
The modified configuration file is now located on the tablet.
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Import the configuration file
Proceed as follows to import the configuration file into the "OpenVPN Connect" app:

1. Open the "OpenVPN Connect" app and tap on "File" in the menu.

= Import Profile

URL
https:/

The file system of your tablet will be displayed.

2. Tap the newly created folder, in this example "OpenVPN".

= Import Profile

URL .

Please, select .ovpn profile to import
Location: /storage/emulated/0

[ .cloudagent
|:| face

(3 mtp

|:| Alarms
[ Android
[ pam

[ pocuments
[ pownload
[ Movies
[ Music

[ nNotifications

[ openven

[ pictures @

The contents of the folder appear and you should see the configuration file
"MobileAndroid.ovpn".
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3. Tap the file.

= Import Profile

URL

Please, select .ovpn profile to import
Location: /storage/emulated/0/OpenVPN

€ Back

Mobile_Android.ovpn

&

The profile appears.

4. Tap "ADD" to import the profile.

< Imported Profile

Brafila Ramn

WAN_IPv4_ vile_Android]
Address

[ save Private Key Password

[ Connect after import

Result

The profile has been imported. The VPN connection is inactive and appears as
"DISCONNECTED".

= Profiles

DISCONNECTED

80.81.10.24 [Mobile_Android]
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Initialize VPN

Proceed as follows to initialize the OpenVPN tunnel between the "OpenVPN Connect" app on
the tablet and the SINEMA Remote Connect server:

1. Slide the switch to the right.

= Profiles

DISCONNECTED

@j [Mobile_Android]

2. You will be prompted to enter the password. In the "Private Key Password" field, enter the
password that you defined in SINEMA Remote Connect Server for the new user (see

chapter 2.3.2), then tap "OK".

Enter password

Private Key Password

1 2 3 4 5 6 7 8 9 0 Del
q w e r t z u i o] p a ]
a s d f g h j k | 0 a OK
s y X c v b n m ; @
Ctrl 1#1 Deutsch 4 >
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Result
Once the connection has been established, the status in the "OpenVPN Connect" app will

appear as "CONNECTED".

=

~ WAN_IPv4_Address

CONNECTION STATS

3.01KB/S

JY‘ 2.91KB/S

00:00:02 0 sec ago

YOU

172.30.0.8

SERVER

Security: RC_Android
Article ID: 109479578, V2.0, 06/2022 63



© Siemens AG 2022 All rights reserved

3 Operation

3 Operation
3.1 Check VPN connection

After chapter 2, the configurations on the SCALANCE device and the tablet are complete. The
partners establish a VPN tunnel to the SINEMA Remote Connect server.

You can check the status in the devices themselves or centrally in the SINEMA Remote
Connect server.

Preparation
To access the WBM of the SINEMA Remote Connect server, check the following points:

¢ You will need an Ethernet connection between the configuration PC and the SINEMA
Remote Connect server.

e The configuration PC has an IP address in the network of the SINEMA Remote Connect
server, for example 172.16.1.100/16.

Open the WBM

On the configuration PC, open the WBM of the SINEMA Remote Connect server
("https://172.16.1.60") and log on as an administrator.

Check the connection
Proceed as follows to check the status in the SINEMA Remote Connect server:

1. Inthe navigation area, click on "User Accounts > Users & Roles". You can see the user
"Mobile_Android" online.

System v
Users Roles

Remote Connections b

User Accounts A

All v

No filter active Precise match

Security v
Date of the last Status
logi :

My Account v User name * VPNaddress 5 Firstname % lastname % Accountcreated = VPN protocol + Actions

022, 6:2 e 2, 2022, 7:4
Mobile_Android 1723008 June2, 2022, 627 lune2,2022.743 g OpenVPN

2. Click on "Remote Connections > Devices" in the navigation area. You can see the
SCALANCE device online.

System v

Remote Connections A '
Al ~

No filter active Precise match
Device Update

Participant Groups

Y Edittable
Communication Relations

v .
Connecti VPN
Device name + VPN address & Rematesubnet Virtual Subnet ~Status % Lastconnection Lacation & _orreoen . Actions
type % protocol  #
i v
Services SCALANCE_SC 1723006 192.168.2.012 -~ June 1, 2022, Permanent OpenVPN
4 10:19am

User Accounts

Security v
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3.2 Test VPN connection

If the tablet and the SCALANCE device have initiated their OpenVPN tunnel to the SINEMA
Remote Connect server, then the tablet can access the internal network of the SCALANCE
device (subnet 192.168.2.0).

In every device that is located in the internal network of the SCALANCE device, the internal
Note IP address of the SCALANCE device (Zone INT; LAN port: P1 to P4) must be entered as the
default router.

You can test this by opening the WBM of the SCALANCE device via its internal IP address
("https://192.168.2.1"). The start page appears.

12:20 Mittwoch 1. Juni eos =T EN71% .
©0 (@ SCALANCE SC646-2C WEEX + &
<« C 8 19216821 @ XxX =

Go
SIEMENS
Login T

Login

Switch to firewall login

For information about browser compatibility please refer to the manual
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4

4.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire service and support
know-how and portfolio.

The Industry Online Support is the central address for information about our products, solutions
and services.

Product information, manuals, downloads, FAQs, application examples and videos — all
information is accessible with just a few mouse clicks:

support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding
all technical queries with numerous tailor-made offers
— ranging from basic support to individual support contracts.

Please send queries to Technical Support via Web form:
support.industry.siemens.com/cs/my/src

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical
experience, innovative learning methods and a concept that's tailored to the customer’s specific
needs.

For more information on our offered trainings and courses, as well as their locations and dates,
refer to our web page:

siemens.com/sitrain

Service offer

Our range of services includes the following:

¢ Plant data services

e Spare parts services

¢ Repair services

¢ On-site and maintenance services

e Retrofitting and modernization services

e Service programs and contracts

You can find detailed information on our range of services in the service catalog web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry Online Support"
app. The app is available for iOS and Android:

support.industry.siemens.com/cs/ww/en/sc/2067

Security: RC_Android
Article ID: 109479578, V2.0, 06/2022 66


https://support.industry.siemens.com/
https://support.industry.siemens.com/cs/my/src
https://www.siemens.com/sitrain
https://support.industry.siemens.com/cs/sc
https://support.industry.siemens.com/cs/ww/en/sc/2067

© Siemens AG 2022 All rights reserved

4 Appendix

4.2

4.3

4.4

Industry Mall

SIEMENS

The Siemens Industry Mall is the platform on which the entire siemens Industry product portfolio
is accessible. From the selection of products to the order and the delivery tracking, the Industry
Mall enables the complete purchasing processing — directly and independently of time and

location:
mall.industry.siemens.com

Links and literature

Table 4-1

No. Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to the article page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109479578

\3\ FAQ: Settings of the ports for secure VPN connections with SINEMA Remote Connect
https://support.industry.siemens.com/cs/de/en/view/109745584

\4\ Overview document: Secure remote access with VPN
https://support.industry.siemens.com/cs/de/en/view/26662448

Change documentation

Table 4-2
Version Date Change
V1.0 09/2015 First version
V2.0 06/2022 Complete revision
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